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Abstract

Existing collaboration system$avea fundamentalim-
itation: they assumethat collaborative groups consistof
only of individuals knownpersonally by someonavith the
authority to add to the group membeship. The OC (Open
Collaboration) reseach prototypepresentedn this paper
addresseshis problemby introducingtrust negotiationinto
collaboration systemsOur approadc sepaatesthe pro les
usedby groupsandindividualsin order to let entitiescon-
trol their privacy. We extendthe family of RT languages
to specifytherequirermentof assigninga role anddescribe
how to createand maintaina collaboration. In addition,
we designtwo modesfor disseminatingyroup pro les and
classifythreekindsof identitiesaccoding to their sensitiv-

ity.

1 Intr oduction

Theextensive useof theInternetandothernetworkspro-
vides a strongbasisfor global collaborationamonglarge
numbersof diverse entities. Collaboratve applications,
suchasthoseproviding remoteeducationprograms,sup-
porting virtual patent-researcteam, and conductingcol-
laborative computingand datasharing,have beencalling
for security services. Existing researchfocuseson scal-
able and fault-tolerantgroup key managemenprotocols
[2, 21, 32], datacon dentiality andintegrity [1, 3, 18, 22],
large-scaleand decentralizedrust managementor access
control[15, 14, 16, 17, 13], andpublic-key supportfor the
key-namebindingproblem(8, 7].

Oneimportantconsideratiorthatis often overlookedis
thatoftenentitiesthatdo notknow eachothermay nd they
wantto work together Trust managemengivesaccesgo
requesteraccordingo their attributesinsteadof theiriden-
tities. In thisway, aresourceholdercananswerarequester
who it doesnot know, basingthe accesst grantson a de-
ductive procesq14]. Trustnegotiationsupportscredential
exchangebetweentwo strangersvho wish to build mutual

trust [35, 36, 33, 34, 23, 24, 30, 31, 29, 27, 26, 28, 6, 5].
However, trust managemenalone dealswith neitherthe
certi cate/credentiabxchangeproceduresnor the creation
and maintenanceof a dynamic collaboration. Also, ex-
isting trust negotiation approachesre designedonly for
thetwo party case.Currentcommercialapplications such
asGroove, Lotus Notes,Open-XchangeandeGroupVére,
only supportcertain x edroles,requireacentralsener, and
donotsupportsophisticate@nrollmentandaccesgolicies.

This paper presentsa researchprototype called OC
(Open Collaboration). In open ervironments,there are
mary diverseentities, most of them independentnd au-
tonomous.OC is designedo allow strangergo join a col-
laborationthroughtrust negotiation and mantaindynamic
collaborationsin a purely peerto-peerfashion,a combi-
nationthat hasnot beenaddressedbefore. Our approach
extendsexisting two-party trust negotiationto multi-party
agreementn an opencollaboratve group on the basisof
Li'sRT family of trustmanagemenfTM) languagesFur-
thermore,sincepolicies play a critical role in securesys-
tems,OC supportghreekindsof policies:role appointment
policies,data( le andcommunicationpccesgolicies,and
certi cate releaseolicies.

OCdistinguishestself from existingwork by attempting
to satisfythefollowing goalssimultaneously

Allowing strangergo join a multi-party collaboration
with mutuallyagreedn privacy andsecuritypolicies.

Giving usersprivagy they cancontrolandsecuritythey
canunderstand.

Remuwing the needfor a sener and centraladminis-
tration.

Section2 providesan overview of relatedwork and ex-
aminesit in the context of our goals. In Section3, we
present securityarchitectureQC, for opencollaborations.
Section4 givesour conclusionsndlists someareador fu-
tureresearch.



2 RelatedWork

Collaborationresearcthasnow beenquite active in the
pastdecadeindustrialsoftwarehasbeenavailablefor years
andmoretoolsarecontinuallybeingdeveloped.

Winsboroughet al. rst introducedthe notion of auto-
matedtrustnegotiationandgave anarchitecturdor manag-
ing the exchangeof credentialsbetweentwo strangerdor
the purposeof determiningbilateral trustworthiness[29].
Researchersave exploredautomatedrustnegotiationsys-
temsin [35, 36, 33, 23, 6]. Subsequentesearchinvesti-
gatedrelatedprivacy andsecurityissuesand provided new
approachef?6, 28, 34, 24, 5]. In addition,Li etal proposed
anRSA-basedgrotocolandan|D-cryptography-basegdro-
tocol to addresghe cyclic interdependencproblemin au-
tomatedrustnegotiation[12].

Li and Mitchell presented a role-based trust-
managemenframevork calledRT, in [14]. RT provides
policy language, semantics, a deduction engine, and
pragmaticfeaturego addresdarge-scaleanddecentralized
accesgontrolandauthorizatiorproblems.

The work most related to OC is by Ellison and
Dohrmann[8] and Nita-RotaruandLi [19]. Ellison and
Dohrmannpresenteda security architecturecalled NGC
(Next GenerationCollaboration)[8]. They gave a pro-
cesgequiringhumanandmachineinteractionfor bindinga
nameto a public key andusedSDSInamedor bothgroups
andindividuals.However, NGC's e xibility waslimited by
the factthat nev memberscould only be addedby invita-
tion, and that this could only be doneby a subsetof the
currentmemberspre-authorizedo issueinvitations. This
meanghatin generalonly partiesknown to the coreusers
could participate. Most recently Nita-RotaruandLi pre-
senteda framework for role-basedaccesontrolin group
communicatiorsystemg19]. They identi ed the setof all
possiblegroupoperationghatcanbecontrolledandde ned
thegrouppolicy asamappingbetweerrolesandoperations
using context as constraints. However, theirsis a central-
ized system,andit doesnot provide ary mechanismgor
allowing a strangeto join a collaboration.

Recentlythe commercialproductGroove hasprovided
a collaboratve community for users. Userscan create
“workspaces’andinvite peopleto join, after which mem-
bersof the workspacecanshare les andmanageprojects
together Groove supportonly three x edroles—Manager
Participant,andGuest—andhenr membersanjoin only by
beinginvited. Groove is not a pure peerto-peersystem:
it needsthe help of a reply sener. Open-XchangdOX)
andeGroupVéreare opensourcecommunicatiorsoftware
packagesBoth areweb-basedpplicationsanda central-
izedseneris thusrequired.They do not supportroles,and
userscanbeaddedonly by the systemadministrator
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Figure 1. Group Proles vs. Private Proles

3 Our Security Architecture for Open Col-
laboration

Although some proposalsexist today for systemsfor
the negotiationandmanagememf trust, noneof themad-
dresse acomprehensiewaytheproblemof how to build
andmanagenopencollaboratioramongdiverse jndepen-
dent,andautonomougntities.

Requirementdor securecollaborationare as follows:
administratiorof groupmembershipdatasharingwith as-
sociatedaccespolicies,andsecurecommunicationamong
memberf thegroup.

3.1 GroupProles vs. Private Pro les

In orderto allow effective collaborations,eachentity
mustbe keptupdatedwith theinformationaboutevery col-
laborationit is takingpartin. We call thecollectionof group
information the group pro le. Eachmembermay be al-
lowedto seeonly a partial view of this grouppro le. The
grouppro le is synchronizedmonggroupmembersSince
OC is a purely peerto-peerapplication,eachentity is re-
sponsiblefor helpingits neighbornodesupdatethe group
pro le accordingto associatediccesspolicies when they
comeinto contact(seeFigurel). Thegrouppro le provides
comprehensie informationon this collaborationjncluding
thefollowing items:

agroupnameandmissiondescription
currenttime

groupstate

join requirements&ndbene ts

alist of all groupmemberswith associatedoles

a list of the namesof all sharedles with associated
policies



OCis designedo work in openervironmentswhereev-
ery entity mayhave its own setof goalsandpriorities. Each
entity needsa private pro le to managehe personainfor-
mationthat is relatedto its on-goingcollaborations. The
privatepro le containghelocal datafor eachentity, which
is createdaccessed;ontrolledandmanageanly by theen-
tity itself. Theprivatepro le includesthefollowing items:

membershipsf somecollaborations

personaterti cateswith releaseolicies
sharedles with accespoliciescreatedy thisuser
local grouppolicies

local stratgjies

Thenotionof grouppro le andprivatepro le is different
from the notion of contets in [19] sincetheir systemuses
a client-sener architectureand both the client and group
contts arestoredon the sener sidewhile our systenruns
in a peerto-peerfashion.

In OC,accessontrolis enforcedby le ownersandtheir
trustedentities. Thelist of thenamef sharedles with as-
sociatedpolicesis synchronizedthe les themselesneed
notbesynchronizedput maybesynchronizedor ef ciency
in somecasesAn entity candownloada le, whenneeded,
from its peerswho alreadyhave a copy of it, if this entity
satis esthe associatediccesgolicy. Onereasonfor not
contactinghesourcemightbethatsomemembemachines
may be mobile devicesthatarelimited by memory power,
or bandwidth.The sourcecouldalsobe temporarilyof ine
or overloadedIn contrastNGC [8] synchronizeshelist of
the namesof sharedles, without associategoliciessince
it doesnot supportthelatter.

3.2 The Creation of a Collaboration

Any entity can createa collaborationand publish por-
tions of the grouppro le, which arethenpublicly accessi-
ble, on bulletin servicesor by othermeans.Therearetwo
phasesn creatinga collaboration:(1) makinga grouppro-

le and(2) recruitingmembers.

Every collaborationis task-oriented. The OC system
providessomegrouppro le templatedor general-purpose
collaborationghatgroupcreatorscanuse. A creatorcould
follow the general-purposéemplatesor createhis own.
Generally a creatormustcompletethe following steps:(1)
give thedescriptionof the missionof this collaborationy(2)
de ne rolesof this collaborationandthe requirementdor
application;(3) list all the initial membersandtheir roles,
and alsothe namesof the initial les andtheir associated
policies,if ary; (4) publish/broadcashe publicly accessi-
ble partsof thegrouppro le.

OC supportswo modesby which a new entity canjoin
agroup: by invitation or onits own Inviting is a safeway
to introducea new memberhowever, thislimits thebreadth
of collaborationgor thosewho arequali ed but havenoac-
guaintancesn this collaboration.OC alsoallows an entity
to join anopencollaboratioronits own. This mightsubject
the collaborationto certainattacks,so OC requiresthatan
entity who wishesto join a groupperformtrustnegotiation
with aseniormembemvho hastheprivilegeof referringoth-
ersto the collaborationgroupfor approval. The following
is asummaryof OC's two modesfor addingmembergo a

group:

1. By invitation. An inviting party is a memberof this
groupandhasbeenappointedo a role which hasthe
privilege of inviting. Therearefour phaseguringin-
vitation. In phasel, theinviter mustdecidewhatkind
of invited party shouldbe invited, i.e., what kind of
attributestheinviteeshouldhave. In phase2, theinvit-
ing party goesover his local history recordsor public
informationserviceso nd suchainvitee. In phase3,
theinviter sendsaninvitation to theinvitee. This invi-
tationincludesbene tsandrequiremenbf joining this
collaboration.In phase4, theinviteerepliesto thein-
vitor with a“Yes”or “No”. If “Yes”, hisreply will in-
cludehis credentialssatisfyingtheserequirementsor
acounterrequesfor somecredentialdrom theinviter
if thisinvitee's credentiakeleasegpoliciessorequire.

2. On its own. Thereare 4 phasesn this procedure.
In phasel, the entity nds interestinginformationon
public bulletins. In phase2, the entity sendsa request
to a seniorgroupmemberhe choosesIn phase3, the
two partiesperformtrust negotiation. If this trustne-
gotiationsucceedshewill bereferredinto this collab-
orationwith his truenameor a psuedogm coveredby
his referrerwith the approval of the grouppolicy and
othermemberslocal grouppolicies.

The addition of new memberscan also involve mary
parties,ratherthanonly two. The enrollmentrequirements
might askfor the proof of someattributesandthe approval
of a majority of seniormembers.In this case,enrollment
is not completeafter the stepsdescribedabove for either
mode. After introductionto this collaborationeitherby in-
vitation or on its own, therecould bethreepossibleresults:

All seniormembersapprore,andthe new entity joins.

A majority of seniormembersapprore, andthe new
entity joins. However, thosein the minority of mem-
bers may take somecorrespondingactions, such as
changinglocal group policies or quitting this collab-
oration.



Themajority of seniormembersobjector abstainand
thenew entity failsto join.

After being invited or referred,and before being con-
rmed, informationon the new entity appearsn the group
pro le. Membersseeits presenceits refereror inviter, and
a pendingtag. If a membercompletelytruststhe referrer
accordingto its local group policy, he will automatically
approve the enrollmentof the new entity. If he partially
truststhereferrer hemayinitiate atrustnegotiationwith the
new entity andthendecide.This trustnegotiationmay skip
somestepsaccordingto how muchthe referreris trusted.
If he doesnot trustthereferrer he may initiate a complete
trust nggotiationwith the new entity andthendecide. The
countingof approvalsandobjectionscanbeimplementedn
eitherof thefollowing two ways: (1) aspeci c role, suchas
thesecretanor thereferrer/irviter, collectsresultsandthen
announcesvhetherto let him in, or (2) memberdroadcast
their resultsasa part of the grouppro le. After a period
of time, eachmembemill know the nal resultthroughthe
grouppro le. The rst approachs easietto implementand
moreef cient but is not transparento all members. The
referreror inviter will take full responsibilityfor collecting
individual results.The seconds transparenbut costsmore
in bothcommunicationandtime. After counting thestatus
of thenew entity will be setto “approved” or “rejected”.

3.3 The Maintenanceof a Collaboration

Oncethegrouppro le for agivenmissionhasbeenspec-
i ed, thecreatorreleasest to otheron-lineentitiesaccord-
ing to the policiesit speci es. OC supportstwo different
methodsfor updatinggroup pro les, passiveand active
which aredescribedn thefollowing:

In the passie mode,every on-line entity passiely re-
ceivesgrouppro le updategrom otherentitiesperiod-
ically. In otherwords,every groupmembersendsits
grouppro le to otheron-line entitiesat regularinter-
vals of time. Differententitiesmay seedifferentpor-
tions of the samegroup pro le on the basisof their
rolesandthe associate@ccessontrol policiesin the
grouppro le.

Active modeis the complementarynechanisnfor the
passie mode. In the active mode,an entity sendsup-
daterequestdo otheron-line entitiesso thatthey can
updatets grouppro le. OCis designedor openervi-
ronmentswherean entity might shov up at ary time
andthendisconnecafterseveralsecondsUnderthese
conditions theactive modeis necessarjor grouppro-
le updates.

In eithermode,OC is a purely peerto-peerapplication.
An entity uploadsor downloadsits group le to or from

otherpeersaccordingto the policiesspeci ed in the group
pro le. Thereceving entity decideswhetherto updateits
old versionaccordingo thetimestampmnthenew group le
andtherole of the entity it is communicatingvith. Roles
provide anindicationof trustrelationships.In orderto ob-
tain a role, an entity must passthe trust negotiation with
multi-party approval. This mechanisnis quite like what
happensn the realworld. For example,supposea college
studenttraveling in Africa wantsto updateinformationon
theacademiccalendarat his school. He could call a class-
mateor departmensecretaryhowvever, the secretarymay
notbeavailableatthattime, andhis phoneconnectiormay
be limited by time constraints. So, supposehe calls his
classmateHis classmat®nly cangive him theinformation
sheknows. If the departmensecretarywereavailable,she
may have more or newly releasednformationabouttheir
academicalendar

OC supportsdynamiccollaborations When,during the
performanceof a task, somepolicies or roles needto be
changeda seniormembercanproposesuchachange.The
proposalwill shav upin the group le, whereonly autho-
rizedor seniormembersanseeit.

Discussioris anoptionalfollow-upto ary proposal Au-
thorizedmembersansendtheir approvalsor objectionsto
aproposeyor attachtheir votesto thegrouppro le, justas
in recruitinganew member

Private pro les are controlledentirely by their owners,
and are never releasedo others. They canbe updatedor
changedy their ownersatary time.

3.4 The Identities of Members

The identities of membersin OC are just like those
in real-world groups. For example,when a personis in-
truducedinto a group of people,thosepeoplecaninden-
tify him with his true name,or “our guest”, or “the friend
of someintroducer”. OC providesthe mappingfrom these
threekindsof identitiesin therealworld to thedigital world.

Truename.ldentity certi catesarethe counterpartef
true names. Thesecerti cates could be, for example,
in X.509[11] or PGP[4] format. In the X.509 format,
thereis a eld called SUBJECTthat holdsthe name
of the entity whosepublic key is beingcerti ed, i.e.,
the nameof the certi cate holder In addition, there
is anotheroptional eld called SUBJECTUNIQJEI-
DENTIFIER, which uniquelyidenti es the subjectof
this certi cate. ThePGPformatalsobindspublic keys
to uniqueglobalnames.

Anonym. Entities can join anorymously either to
participatein collaborationghatonly considerthe at-
tributesthey have,insteadof whothey are,or asguests



or spectatorsThey canbeidenti ed by eithertempo-
rary SPKI certi cates[9], sincean SPKI public key or
its ngerprint canfunctionasanidentity, or temporary
X.509 certi cateswith pseudogms. An entity takes
careof hisanorymity by himself. In otherwords,if he
choosego join anorymously he mustget his tempo-
rary identity certi cate and anorymousattribute cer
ti cates [10] (or we canusethe methodgivenin [5])
beforehandOtherwisehewill notbeableto provehis
attributeswithout losing his anorymity.

Proxyname.Entitiescouldjoin with proxy certi cates
[25] or SPKI/SDSI[9, 20Q] certi cates. In the caseof

proxy certi cates(which areanX.509variant),thein-

troducerwill signanew short-lived public key for the
new entity. In the caseof SPKI/SDSI,the introducer
is the only authority who binds the namesof his in-

troduceeswith their public keys. Otherentitiesarein

a positionto questiontheseassignmentsr bindings.
Theintroducersay” Carol™, canscreerthetruename
of herintroduceeby de ning “Carol's friend™.

As discussedhbore, note that one of the requirements
for performingin openernvironmentsis the ability to pro-
cessdifferent kinds of certi cates, such as PGR X.509,
andSPKI/SDSI.Entitiesmusthave therequiredcerti cates
readywith the help of CAs or their introducerdeforethey
formally enrollin acollaboration.

3.5 The Rolesof Members

OC supportsthe RT family of TM languagesn [14].
OC addsa new languageRT#, to the existing RTo, RTy,
RTT,andRTP languages theRT family. ThisRTA de-
cribestherequirementsf applyingfor andassigningarole.
In generaltherearethreekinds of requirementsattribute
requirementslD requirementsandmajority requirements.
Theformal speci cationsfor role assignmenpolicieswith
RTA areasfollow, whereR is a speci c role, A is the set
of all attributes,| is theform of identity, and and are
two logic operatorsgenotingor andand

R (A1 Ai) (A1 Aj)
whereA; 2 A. The headis a role; the body is
theattribute reqiremenin conjunctive normalform of
propositionalogic.

R L

wherel :i is a speci ¢ kind of identity: identity cer
ti cate, temporaryanorymouscerti cate, or a proxy
certi cate. We may askthat somerolesbe associated
with true nameswhile othersarenot. For example,in
the caseof a remoteeducatiorprogram,guestsmight
beanorymouswhile lectureramighthave to shaw their
realnames.

R (1R iRi) (iR 1 iRj)
where ; 2 [0; 1] is the percentagef approals and
R; is arole. For example,in orderto obtaintherole of
adepartmencthair, anentity might need80%approval
from the faculty and50% approval from the graduate

students.

In addition,therearetwo otherkindsof policies: creden-
tial releasepoliciesand le sharingpolicies. They directly
inherit from the RTP T in [14], whereRTP T is the com-
binationof RT1, RTP, andRTT. Rolescanbeviewedas
attributesof an entity. Adopting role basedaccessontrol
on les andcredentialalreadyimpliesthataccessewill be
trust-basedsinceobtaininga role alreadyhasreqiredcer
ti cates veri ed by entitiesin chage. Every entity in an
openervironmentis self-governedand self-willed. So, it
is quite reasonabléhatan entity completelycontrolswhen
andto whomit will releasets identity or credentialsn or-
der to join collaborationst wants,and arbitrarily decides
whatkindsof entitiescando whatkindsof operation®nits
les. It candothis by writing correspondingpolicieson its
credentialandsharedles. Thus,theprivacy of eachentity
is somethingt cancontrolitself, andtherestrictionson the
useof sharedles arede nedby le owners.

4 Conclusionsand Future Work

This paperintroducestrust negotiation into collabora-
tion systemssothatour systemcanperformin a purepeer
to-peernetwork without the assumptiorthat collaboratve
groupsare madeup only of individualsknown personally
by someonewith the authorityto addto the group mem-
bership. This assumptioris a major concernfor existing
collaborationsystems. We separatehe group pro le and
privatepro le to let entitiescontroltheir privagy, extendthe
RT languagego specifythe requirementdor assigninga
role, anddescribehow to createand maintaina collabora-
tion. By usingthe OC approachcollaborationsystemswill
be ableto supporta wider variety of collaborationsamong
entitieswho previously would not have beensupported.

Thereareseveralthingsto be addresseth future work,
membershiprevocation, group dissolution,and more so-
phisticatedgroup operations,such as group memging and
nesting. Thesearerelatedto key and certi cate manage-
mentin collaborations Furthermoredesigningandimple-
menting a reconciliationchecler is also important, espe-
cially in systemswithout centralizedcontrol. The empha-
siswill be on makingevery entity complywith the policies
madeby others aneedalsorelatedto key managementSo,
key andcerti cate managemerfor opencollaborationwill
be our next focus. In addition, policy writing is an open
problem. Providing an easily understoodiserinterfaceto



help userswrite policiesandrecommendingyeneralpoli-
ciesfor familiar credentialaareimportantproblemsthatwe
will alsoinvestigate.
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