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Abstract

Existingcollaboration systemshavea fundamentallim-
itation: they assumethat collaborative groupsconsistof
only of individualsknownpersonallyby someonewith the
authority to add to thegroupmembership. TheOC (Open
Collaboration) research prototypepresentedin this paper
addressesthisproblembyintroducingtrustnegotiationinto
collaborationsystems.Our approach separatesthepro�les
usedby groupsandindividualsin order to let entitiescon-
trol their privacy. We extendthe family of RT languages
to specifytherequirementsof assigninga roleanddescribe
how to createand maintaina collaboration. In addition,
wedesigntwo modesfor disseminatinggrouppro�les and
classifythreekindsof identitiesaccording to their sensitiv-
ity.

1 Intr oduction

Theextensiveuseof theInternetandothernetworkspro-
vides a strongbasisfor global collaborationamonglarge
numbersof diverseentities. Collaborative applications,
suchas thoseproviding remoteeducationprograms,sup-
porting virtual patent-researchteam,and conductingcol-
laborative computingand datasharing,have beencalling
for security services. Existing researchfocuseson scal-
able and fault-tolerantgroup key managementprotocols
[2, 21, 32], datacon�dentiality andintegrity [1, 3, 18, 22],
large-scaleanddecentralizedtrust managementfor access
control [15, 14, 16, 17, 13], andpublic-key supportfor the
key-namebindingproblem[8, 7].

Oneimportantconsiderationthat is often overlooked is
thatoftenentitiesthatdonotknow eachothermay�nd they
want to work together. Trust managementgivesaccessto
requestersaccordingto theirattributesinsteadof their iden-
tities. In this way, a resourceholdercananswera requester
who it doesnot know, basingthe accessit grantson a de-
ductive process[14]. Trustnegotiationsupportscredential
exchangebetweentwo strangerswho wish to build mutual

trust [35, 36, 33, 34, 23, 24, 30, 31, 29, 27, 26, 28, 6, 5].
However, trust managementalone dealswith neither the
certi�cate/credentialexchangeprocedures,nor thecreation
and maintenanceof a dynamic collaboration. Also, ex-
isting trust negotiation approachesare designedonly for
the two partycase.Currentcommercialapplications,such
asGroove,LotusNotes,Open-Xchange,andeGroupWare,
only supportcertain�x edroles,requireacentralserver, and
donotsupportsophisticatedenrollmentandaccesspolicies.

This paper presentsa researchprototype called OC
(Open Collaboration). In open environments, there are
many diverseentities,most of them independentand au-
tonomous.OC is designedto allow strangersto join a col-
laborationthroughtrust negotiationandmantaindynamic
collaborationsin a purely peer-to-peerfashion,a combi-
nation that hasnot beenaddressedbefore. Our approach
extendsexisting two-party trust negotiationto multi-party
agreementin an opencollaborative groupon the basisof
Li' s RT family of trustmanagement(TM) languages.Fur-
thermore,sincepoliciesplay a critical role in securesys-
tems,OCsupportsthreekindsof policies:roleappointment
policies,data(�le andcommunication)accesspolicies,and
certi�cate releasepolicies.

OCdistinguishesitself from existingwork by attempting
to satisfythefollowing goalssimultaneously.

� Allowing strangersto join a multi-partycollaboration
with mutuallyagreedonprivacy andsecuritypolicies.

� Giving usersprivacy they cancontrolandsecuritythey
canunderstand.

� Removing the needfor a server andcentraladminis-
tration.

Section2 providesanoverview of relatedwork andex-
aminesit in the context of our goals. In Section3, we
presentasecurityarchitecture,OC,for opencollaborations.
Section4 givesour conclusionsandlists someareasfor fu-
tureresearch.



2 RelatedWork

Collaborationresearchhasnow beenquiteactive in the
pastdecade;industrialsoftwarehasbeenavailablefor years
andmoretoolsarecontinuallybeingdeveloped.

Winsboroughet al. �rst introducedthe notion of auto-
matedtrustnegotiationandgaveanarchitecturefor manag-
ing the exchangeof credentialsbetweentwo strangersfor
the purposeof determiningbilateral trustworthiness[29].
Researchershaveexploredautomatedtrustnegotiationsys-
temsin [35, 36, 33, 23, 6]. Subsequentresearchinvesti-
gatedrelatedprivacy andsecurityissuesandprovidednew
approaches[26, 28, 34, 24, 5]. In addition,Li etal proposed
anRSA-basedprotocolandanID-cryptography-basedpro-
tocol to addressthecyclic interdependency problemin au-
tomatedtrustnegotiation[12].

Li and Mitchell presented a role-based trust-
managementframework calledRT, in [14]. RT provides
policy language, semantics, a deduction engine, and
pragmaticfeaturesto addresslarge-scaleanddecentralized
accesscontrolandauthorizationproblems.

The work most related to OC is by Ellison and
Dohrmann[8] and Nita-Rotaruand Li [19]. Ellison and
Dohrmannpresenteda security architecturecalled NGC
(Next GenerationCollaboration)[8]. They gave a pro-
cessrequiringhumanandmachineinteractionfor bindinga
nameto a publickey andusedSDSInamesfor bothgroups
andindividuals.However, NGC's �e xibility waslimited by
the fact that new memberscould only be addedby invita-
tion, and that this could only be doneby a subsetof the
currentmemberspre-authorizedto issueinvitations. This
meansthat in generalonly partiesknown to thecoreusers
could participate. Most recently, Nita-RotaruandLi pre-
senteda framework for role-basedaccesscontrol in group
communicationsystems[19]. They identi�ed thesetof all
possiblegroupoperationsthatcanbecontrolledandde�ned
thegrouppolicy asamappingbetweenrolesandoperations
usingcontext asconstraints.However, theirs is a central-
ized system,and it doesnot provide any mechanismsfor
allowing astrangerto join a collaboration.

Recentlythe commercialproductGroove hasprovided
a collaborative community for users. Users can create
“workspaces”andinvite peopleto join, after which mem-
bersof the workspacecanshare�les andmanageprojects
together. Groovesupportsonly three�x edroles—Manager,
Participant,andGuest—andnew memberscanjoin only by
being invited. Groove is not a pure peer-to-peersystem:
it needsthe help of a reply server. Open-Xchange(OX)
andeGroupWareareopensourcecommunicationsoftware
packages.Both areweb-basedapplications,anda central-
izedserver is thusrequired.They do not supportroles,and
userscanbeaddedonly by thesystemadministrator.

Figure 1. Group Pro�les vs. Private Pro�les

3 Our Security Ar chitecture for Open Col-
laboration

Although someproposalsexist today for systemsfor
thenegotiationandmanagementof trust,noneof themad-
dressesin acomprehensivewaytheproblemof how to build
andmanageanopencollaborationamongdiverse,indepen-
dent,andautonomousentities.

Requirementsfor securecollaborationare as follows:
administrationof groupmembership,datasharingwith as-
sociatedaccesspolicies,andsecurecommunicationsamong
membersof thegroup.

3.1 Group Pro�les vs. PrivatePro�les

In order to allow effective collaborations,eachentity
mustbekeptupdatedwith theinformationabouteverycol-
laborationit is takingpartin. Wecall thecollectionof group
information the group pro�le . Eachmembermay be al-
lowed to seeonly a partial view of this grouppro�le. The
grouppro�le is synchronizedamonggroupmembers.Since
OC is a purely peer-to-peerapplication,eachentity is re-
sponsiblefor helpingits neighbornodesupdatethe group
pro�le accordingto associatedaccesspolicies when they
comeinto contact(seeFigure1). Thegrouppro�le provides
comprehensiveinformationon this collaboration,including
thefollowing items:

� a groupnameandmissiondescription

� currenttime

� groupstate

� join requirementsandbene�ts

� a list of all groupmemberswith associatedroles

� a list of the namesof all shared�les with associated
policies



OCis designedto work in openenvironments,whereev-
eryentitymayhaveits own setof goalsandpriorities.Each
entity needsa privatepro�le to managethepersonalinfor-
mation that is relatedto its on-goingcollaborations.The
privatepro�le containsthelocal datafor eachentity, which
iscreated,accessed,controlledandmanagedonlyby theen-
tity itself. Theprivatepro�le includesthefollowing items:

� membershipsof somecollaborations

� personalcerti�cateswith releasepolicies

� shared�les with accesspoliciescreatedby thisuser

� localgrouppolicies

� local strategies

Thenotionof grouppro�le andprivatepro�le is different
from thenotion of contexts in [19] sincetheir systemuses
a client-server architectureand both the client and group
contextsarestoredon theserversidewhile oursystemruns
in a peer-to-peerfashion.

In OC,accesscontrolis enforcedby �le ownersandtheir
trustedentities.Thelist of thenamesof shared�les with as-
sociatedpolicesis synchronized;the �les themselvesneed
notbesynchronized,but maybesynchronizedfor ef�ciency
in somecases.An entitycandownloada�le, whenneeded,
from its peerswho alreadyhave a copy of it, if this entity
satis�es the associatedaccesspolicy. One reasonfor not
contactingthesourcemightbethatsomemembermachines
maybemobiledevicesthatarelimited by memory, power,
or bandwidth.Thesourcecouldalsobetemporarilyof�ine
or overloaded.In contrast,NGC[8] synchronizesthelist of
thenamesof shared�les, without associatedpoliciessince
it doesnot supportthelatter.

3.2 The Creationof a Collaboration

Any entity can createa collaborationand publish por-
tionsof thegrouppro�le, which arethenpublicly accessi-
ble, on bulletin servicesor by othermeans.Therearetwo
phasesin creatinga collaboration:(1) makinga grouppro-
�le and(2) recruitingmembers.

Every collaborationis task-oriented. The OC system
providessomegrouppro�le templatesfor general-purpose
collaborationsthatgroupcreatorscanuse.A creatorcould
follow the general-purposetemplatesor createhis own.
Generally, a creatormustcompletethefollowing steps:(1)
give thedescriptionof themissionof thiscollaboration;(2)
de�ne rolesof this collaborationandthe requirementsfor
application;(3) list all the initial membersandtheir roles,
andalsothe namesof the initial �les andtheir associated
policies,if any; (4) publish/broadcastthepublicly accessi-
blepartsof thegrouppro�le.

OC supportstwo modesby which a new entity canjoin
a group: by invitation or on its own. Inviting is a safeway
to introduceanew member;however, this limits thebreadth
of collaborationsfor thosewhoarequali�ed but havenoac-
quaintancesin this collaboration.OC alsoallows anentity
to join anopencollaborationon its own. Thismightsubject
thecollaborationto certainattacks,soOC requiresthatan
entity who wishesto join a groupperformtrustnegotiation
with aseniormemberwhohastheprivilegeof referringoth-
ersto thecollaborationgroupfor approval. The following
is a summaryof OC's two modesfor addingmembersto a
group:

1. By invitation . An inviting party is a memberof this
groupandhasbeenappointedto a role which hasthe
privilegeof inviting. Therearefour phasesduringin-
vitation. In phase1, theinviter mustdecidewhatkind
of invited party shouldbe invited, i.e., what kind of
attributestheinviteeshouldhave. In phase2, theinvit-
ing partygoesover his local history recordsor public
informationservicesto �nd sucha invitee. In phase3,
theinviter sendsaninvitation to theinvitee.This invi-
tationincludesbene�tsandrequirementof joining this
collaboration.In phase4, theinviteerepliesto thein-
vitor with a “Yes”or “No”. If “Yes”,his reply will in-
cludehis credentialssatisfyingtheserequirements,or
a counterrequestfor somecredentialsfrom theinviter
if this invitee'scredentialreleasepoliciessorequire.

2. On its own. Thereare 4 phasesin this procedure.
In phase1, theentity �nds interestinginformationon
public bulletins. In phase2, theentity sendsa request
to a seniorgroupmemberhechooses.In phase3, the
two partiesperformtrust negotiation. If this trust ne-
gotiationsucceeds,hewill bereferredinto thiscollab-
orationwith his truenameor apsuedonym coveredby
his referrerwith theapproval of thegrouppolicy and
othermembers'localgrouppolicies.

The addition of new memberscan also involve many
parties,ratherthanonly two. Theenrollmentrequirements
might askfor theproof of someattributesandtheapproval
of a majority of seniormembers.In this case,enrollment
is not completeafter the stepsdescribedabove for either
mode.After introductionto this collaborationeitherby in-
vitationor on its own, therecouldbethreepossibleresults:

� All seniormembersapprove,andthenew entity joins.

� A majority of seniormembersapprove, and the new
entity joins. However, thosein the minority of mem-
bers may take somecorrespondingactions,such as
changinglocal grouppoliciesor quitting this collab-
oration.



� Themajorityof seniormembersobjector abstain,and
thenew entity fails to join.

After being invited or referred,and beforebeing con-
�rmed, informationon thenew entity appearsin thegroup
pro�le. Membersseeits presence,its refereror inviter, and
a pendingtag. If a membercompletelytruststhe referrer
accordingto its local group policy, he will automatically
approve the enrollmentof the new entity. If he partially
truststhereferrer, hemayinitiateatrustnegotiationwith the
new entityandthendecide.This trustnegotiationmayskip
somestepsaccordingto how muchthe referreris trusted.
If hedoesnot trust thereferrer, hemay initiate a complete
trustnegotiationwith thenew entity andthendecide.The
countingof approvalsandobjectionscanbeimplementedin
eitherof thefollowing two ways:(1) aspeci�c role,suchas
thesecretaryor thereferrer/inviter, collectsresultsandthen
announceswhetherto let him in, or (2) membersbroadcast
their resultsasa part of the grouppro�le. After a period
of time,eachmemberwill know the�nal resultthroughthe
grouppro�le. The�rst approachis easierto implementand
moreef�cient but is not transparentto all members.The
referreror inviter will take full responsibilityfor collecting
individual results.Thesecondis transparentbut costsmore
in bothcommunicationsandtime. After counting,thestatus
of thenew entitywill besetto “approved” or “rejected”.

3.3 The Maintenanceof a Collaboration

Oncethegrouppro�le for agivenmissionhasbeenspec-
i�ed, thecreatorreleasesit to otheron-lineentitiesaccord-
ing to the policies it speci�es. OC supportstwo different
methodsfor updatinggroup pro�les, passiveand active,
whicharedescribedin thefollowing:

� In thepassive mode,every on-lineentity passively re-
ceivesgrouppro�le updatesfrom otherentitiesperiod-
ically. In otherwords,every groupmembersendsits
grouppro�le to otheron-line entitiesat regular inter-
valsof time. Differententitiesmay seedifferentpor-
tions of the samegroup pro�le on the basisof their
rolesandtheassociatedaccesscontrol policiesin the
grouppro�le.

� Activemodeis thecomplementarymechanismfor the
passive mode. In theactive mode,anentity sendsup-
daterequeststo otheron-lineentitiesso that they can
updateits grouppro�le. OCis designedfor openenvi-
ronments,wherean entity might show up at any time
andthendisconnectafterseveralseconds.Underthese
conditions,theactivemodeis necessaryfor grouppro-
�le updates.

In eithermode,OC is a purelypeer-to-peerapplication.
An entity uploadsor downloadsits group �le to or from

otherpeersaccordingto thepoliciesspeci�ed in thegroup
pro�le. The receiving entity decideswhetherto updateits
oldversionaccordingto thetimestamponthenew group�le
andthe role of the entity it is communicatingwith. Roles
provide an indicationof trust relationships.In orderto ob-
tain a role, an entity must passthe trust negotiation with
multi-party approval. This mechanismis quite like what
happensin therealworld. For example,supposea college
studenttraveling in Africa wantsto updateinformationon
theacademiccalendarat his school.He couldcall a class-
mateor departmentsecretary;however, the secretarymay
notbeavailableat thattime,andhis phoneconnectionmay
be limited by time constraints. So, supposehe calls his
classmate.His classmateonly cangivehim theinformation
sheknows. If thedepartmentsecretarywereavailable,she
may have moreor newly releasedinformationabouttheir
academiccalendar.

OC supportsdynamiccollaborations.When,during the
performanceof a task, somepolicies or roles needto be
changed,a seniormembercanproposesucha change.The
proposalwill show up in thegroup�le, whereonly autho-
rizedor seniormemberscanseeit.

Discussionis anoptionalfollow-upto any proposal.Au-
thorizedmemberscansendtheir approvalsor objectionsto
a proposer, or attachtheir votesto thegrouppro�le, just as
in recruitinganew member.

Privatepro�les arecontrolledentirely by their owners,
andarenever releasedto others. They canbe updatedor
changedby their ownersat any time.

3.4 The Identities of Members

The identities of membersin OC are just like those
in real-world groups. For example,when a personis in-
truducedinto a group of people,thosepeoplecan inden-
tify him with his truename,or “our guest”, or “the friend
of someintroducer”. OC providesthemappingfrom these
threekindsof identitiesin therealworld to thedigitalworld.

� Truename.Identitycerti�catesarethecounterpartsof
true names.Thesecerti�catescould be, for example,
in X.509[11] or PGP[4] format. In theX.509format,
thereis a �eld calledSUBJECTthat holds the name
of the entity whosepublic key is beingcerti�ed, i.e.,
the nameof the certi�cate holder. In addition, there
is anotheroptional �eld called SUBJECTUNIQUEI-
DENTIFIER, which uniquelyidenti�es thesubjectof
thiscerti�cate. ThePGPformatalsobindspublickeys
to uniqueglobalnames.

� Anonym. Entities can join anonymously, either to
participatein collaborationsthatonly considertheat-
tributesthey have,insteadof whothey are,or asguests



or spectators.They canbeidenti�ed by eithertempo-
rarySPKI certi�cates[9], sinceanSPKI publickey or
its �ngerprint canfunctionasanidentity, or temporary
X.509 certi�cates with pseudonyms. An entity takes
careof hisanonymity by himself. In otherwords,if he
choosesto join anonymously, he mustget his tempo-
rary identity certi�cate and anonymousattribute cer-
ti�cates [10] (or we canusethe methodgiven in [5])
beforehand.Otherwise,hewill notbeableto provehis
attributeswithout losinghis anonymity.

� Proxyname.Entitiescouldjoin with proxycerti�cates
[25] or SPKI/SDSI[9, 20] certi�cates. In thecaseof
proxycerti�cates(whichareanX.509variant),thein-
troducerwill signa new short-livedpublic key for the
new entity. In the caseof SPKI/SDSI,the introducer
is the only authoritywho binds the namesof his in-
troduceeswith their public keys. Otherentitiesarein
a position to questiontheseassignmentsor bindings.
Theintroducer, say“ Carol”', canscreenthetruename
of herintroduceeby de�ning “Carol's friend”'.

As discussedabove, note that one of the requirements
for performingin openenvironmentsis the ability to pro-
cessdifferent kinds of certi�cates, such as PGP, X.509,
andSPKI/SDSI.Entitiesmusthavetherequiredcerti�cates
readywith thehelpof CAs or their introducersbeforethey
formally enroll in a collaboration.

3.5 The Rolesof Members

OC supportsthe RT family of TM languagesin [14].
OC addsa new language,RT A , to theexisting RT0, RT1,
RT T , andRT D languagesin theRT family. ThisRT A de-
cribestherequirementsof applyingfor andassigningarole.
In general,therearethreekinds of requirements:attribute
requirements,ID requirements,andmajority requirements.
Theformal speci�cationsfor role assignmentpolicieswith
RT A areasfollow, whereR is a speci�c role, A is theset
of all attributes,I is the form of identity, and� and
 are
two logic operators,denotingor andand.

� R  (A1 � � � � � A i ) 
 (A i � 1 � � � � � A j ) 
 � � �
where A i 2 A. The head is a role; the body is
theattributereqirementin conjunctivenormalform of
propositionallogic.

� R  I :i
whereI :i is a speci�c kind of identity: identity cer-
ti�cate, temporaryanonymouscerti�cate, or a proxy
certi�cate. We mayaskthat somerolesbeassociated
with truenameswhile othersarenot. For example,in
thecaseof a remoteeducationprogram,guestsmight
beanonymouswhile lecturersmighthaveto show their
realnames.

� R  (� 1R1 � � � �� � i Ri )
 (� i � 1Ri � 1 � � � �� � j Rj )

� � �
where� i 2 [0; 1] is the percentageof approvals and
Ri is arole. For example,in orderto obtaintheroleof
adepartmentchair, anentitymightneed80%approval
from the facultyand50% approval from thegraduate
students.

In addition,therearetwo otherkindsof policies:creden-
tial releasepoliciesand�le sharingpolicies. They directly
inherit from the RT D T

1 in [14], whereRT D T
1 is the com-

binationof RT1, RT D , andRT T . Rolescanbeviewedas
attributesof an entity. Adopting role basedaccesscontrol
on�les andcredentialsalreadyimpliesthataccesseswill be
trust-basedsinceobtaininga role alreadyhasreqiredcer-
ti�cates veri�ed by entitiesin charge. Every entity in an
openenvironmentis self-governedandself-willed. So, it
is quitereasonablethatanentity completelycontrolswhen
andto whomit will releaseits identity or credentialsin or-
der to join collaborationsit wants,andarbitrarily decides
whatkindsof entitiescandowhatkindsof operationsonits
�les. It cando this by writing correspondingpolicieson its
credentialsandshared�les. Thus,theprivacy of eachentity
is somethingit cancontrolitself, andtherestrictionson the
useof shared�les arede�ned by �le owners.

4 Conclusionsand Future Work

This paperintroducestrust negotiation into collabora-
tion systemssothatour systemcanperformin a purepeer-
to-peernetwork without the assumptionthat collaborative
groupsaremadeup only of individualsknown personally
by someonewith the authority to add to the groupmem-
bership. This assumptionis a major concernfor existing
collaborationsystems.We separatethe grouppro�le and
privatepro�le to let entitiescontroltheirprivacy, extendthe
RT languagesto specify the requirementsfor assigninga
role, anddescribehow to createandmaintaina collabora-
tion. By usingtheOCapproach,collaborationsystemswill
beableto supporta wider varietyof collaborationsamong
entitieswhopreviouslywould nothavebeensupported.

Thereareseveral thingsto beaddressedin futurework,
membershiprevocation, group dissolution,and more so-
phisticatedgroup operations,suchas group merging and
nesting. Theseare relatedto key andcerti�cate manage-
mentin collaborations.Furthermore,designingandimple-
mentinga reconciliationchecker is also important,espe-
cially in systemswithout centralizedcontrol. The empha-
siswill beonmakingeveryentity complywith thepolicies
madeby others,aneedalsorelatedto key management.So,
key andcerti�cate managementfor opencollaborationwill
be our next focus. In addition, policy writing is an open
problem. Providing an easilyunderstooduserinterfaceto



help userswrite policiesand recommendinggeneralpoli-
ciesfor familiar credentialsareimportantproblemsthatwe
will alsoinvestigate.
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