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Abstract

Collaborative ltering techniqueshave becomepopular
in the past sewral years as an e ective way to help
people deal with information overload. An impor-
tant security concern in traditional recommendation
systems is that users disclose information that may
compromise their individual privacy when providing
ratings. Randomized perturbation sdemes have
been proposed to disguise user ratings while still
producing accurate recommendations. However, recen
researty has suggested that perturbation sdemes
might not be able to presene privacy as much as has
been believed. We propose two data reconstruction
methods that derive original private information from
disguised data in existing perturbation collaborative
Itering sdiemes. One method is based on k-means
clustering and the other uses singular value decom-
position (SVD). We have conducted theoretical and
experimental analysis on the di erence between orig-
inal data and reconstructed data. Our experiments
shov that both methods can derive a considerable
amourt of original information. This study helps to
determine an empirical trade-o betweenrecommenda-
tion accuracyand userprivacy in perturbation schemes.

Keyw ords: collaborative ltering, privacy, randomized
perturbation, data reconstruction.

1 Intro duction

Collaborative Filtering (CF) is a way to sere up
products or servicesto a particular user basedon what
other userswith similar tastes have preferred. People
uses CF systemsto cope with information overload
by reducing the number of alternatives they need to
consider. Howeer, traditional CF systemsare a serious
threat to individual privacy becausedata collectedfrom
customers covers personal information about places
and things they do, watch, and purchase [7, 8, 17].
Customer data is valuable, and some companieshave
sold theirs upon suering bankruptcy. While some
people might be willing to selectively provide personal

information if they can benet in return, as a recert
survey [9] indicates, a signi cant number of people are
not willing to do that. Therefore, a researt challenge
for CF systemsis to provide accurate recommendations
without compromising customers'privacy.

To the best of our knowledge, there are three meth-
ods of preserving user privacy that have beenusedin
recommendationsystems. The rst isto useanornymiza-
tion techniquesthat allow usersto provide personalin-
formation while keepingtheir identities private [1, 19].
The main problem with this approac is that the qual-
ity of the collected data cannot be guaranteed because
the identities of data cortributors cannot be veri ed.
The secondapproad is to design secure multi-part y
computation protocolsfor CF algorithms to ensurethat
privacy is not compromisedduring communications be-
tweenthe sener and users[7, 8]. As cryptographic op-
erations are frequertly usedin this approac, compu-
tational costis a concern. The last method usesran-
domized perturbation techniquesto disguise user data
while still allowing the serer to estimate the aggregate
information with reasonableaccuracy[17, 18§].

Recenly, Kargupta et al. [16] pointed out that
randomization techniquesmight not presene privacy as
much as had beenbelieved. They proposeda random
matrix-based spectral ltering technique to recover the
original data from the perturb ed data, and their results
showed that recovered data can be closeto the origi-
nal data. Motivated by this work, Huang et al. [15
proposedusing two data reconstruction methods (prin-
cipal componert analysis (PCA) and Bayesestimation)
that are basedon data correlations in the original data.
Their experiments shaved that the original data can
be reconstructed more accurately when correlations are
high.

While methods from the above studies can be used
generally for various applications, the goal of this paper
is to designspeci ¢ data reconstruction techniques for
randomized perturbation CF scemes (in particular,
schemes proposedin [17, 18]). We intend to answer
the following questions: What is the empirical trade-



0 between recommendation accuracy and customer
privacy? Can randomized perturbation CF schemes
presene enough privacy in customers' data? What
kinds of rating data sets are most applicable for the
application of randomized perturbation?

In this paper, we dewelop two data reconstruction
methods to recover information about the original rat-
ings from randomly perturbed rating data. Our rst
method is basedon k-meansclustering, which exploits
data distributions within a rating prole (vector) to
reconstruct original ratings from any perturbed rating
vector. Our secondmethod is basedon singular value
decomposition (SVD), which exploits data correlations
amongdi erent rating vectorsto reconstruct original z-
scores(normalized rating data) from a whole perturbed
rating matrix.

We test the performance of these two methods in
real data sets, where experimental results show that
both methods are able to reconstruct a considerable
amount of information on the original data. Results
also clearly reveal an empirical trade-o between rec-
ommendation accuracy and user privacy in perturba-
tion schemes. Moreover, we provide seweral suggestions
drawn from theseexperimernts for the future useof these
schemes.

The rest of the paper is organized as follows.
Section 2 summarizesrelated work. Section 3 gives
an overview of randomized perturbation schemes in
collaborative ltering. In Section 4 and 5, we presen
new k-meansbasedand SVD-baseddata reconstruction
methods. Experimental results are preserted in Section
6. Finally, we concludeour work in Section7.

2 Related Work

Canny proposeda privacy-preserving scheme for trun-
cated SVD and factor analysisin collaborative ltering

[7, 8]. In this scheme, usersretain ratings themselhes;
a community of userscan then compute a public aggre-
gate of their data to generaterecommendationswithout
disclosingtheir individual ratings. The ideais to reduce
the SVD computation to an iterativ e calculation requir-
ing only the addition of vectorsof userdata, and useho-
momorphic encryption to allow the sums of encrypted
vectorsto be computed and decrypted securely There
are two concernsregarding this scheme. First, both
the computational cost and the communication cost for
ead userin ead round of iterations are O(km logn)
(in which m is the number of items, n is the number
of users,and k is the rank of the low-dimensional lin-
ear model). According to the author's estimation in [7],
ead round may take about 15 hours and 40-60 rounds
are usually needed. The secondconcernis that the num-
ber of total usersshould be known in advance and all

usersneedto syndironize to make sure they work on
the samedata during the whole process.

Polat and Du proposedtwo random perturbation
CF sthemesfor a Pearson correlation-based CF algo-
rithm [17] and an SVD-based CF algorithm [18]. The
random perturbation techniquewas rst introducedinto
privacy-preservingdata mining by Agrawal and Srikant
[3] and was extended by Agrawal and Aggarwal [2].
Sinceatrade-o0 betweenaccuracyand privacy existsin
random perturbation techniques, seweral studies have
focused on privacy analysis [11, 15, 16]. Ev mievski
et al. presenied a formula for privacy breaches and a
methodology to limit breadesin the eld of assaia-
tion rule mining [11]. Kargupta et al. pointed out
that arbitrary randomization is not safe [16]. Huang
et al. studied why and how correlations a ect privacy
and identi ed other potential factors that canin uence
privacy [15). Inspired by this body of work, we give a
privacy analysis of random perturbation schemesin the
application of collaborative ltering.
3 Random Perturbation Collab orativ e
Filtering Schemes

In this section, we give an overview of random pertur-
bation CF schemesproposedin [17, 18] and introduce
the notation that is usedin this paper.

In order to disguise a number a using random
perturbation techniques, one can simply add a random
valuer to it; a+ r instead of a will then be revealedto
the data miner. Although the data miner doesnot know
the actual value of a, sinceit is disguised, it can still
estimate many quartities that depend on aggregated
data (e.g. the expectation of a).

To presene user privacy, the serer should not
know any true rating. Random values are drawn from
Gaussianor uniform distributions by the userto add to
original ratings. In a uniform distribution, userscreate
uniform random values from a range[ r; r]- In
a Gaussiandistribution, usersgeneraterandom values
with zero mean and standard deviation g. Usersthen
disguisetheir ratings beforesendingthem to the sener.
The stepsof data disguiseare as follows (seeFigure 1):

1. The sener decideswhether only rated entries are
usedor all entries are used,choosesa random value
distribution (Gaussianor uniform), and givesusers
the related parameter ( g or Rr).

2. If only rated ertries are used,ead useri computes
her rating averageand standard deviation ;, and
then calculatesthe z-scoredor thoseitems that she
hasrated. If all entries are used,ead user rst lIs
unrated ertries of her rating vector with her rating
average,and then calculatesthe standard deviation
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Figure 1. The ow chart for random perturbation
collaborative ltering scemes.

i and z-scoresfor all items. Denote the computed
z-scorematrix (usershby items) as Aporm. If only
rated ertries are used,then there are somemissing
ertries in Anorm -

3. Each user createsrandom values drawn from the
selecteddistribution and addstheserandom values

to her z-scorevaluesto generatedisguisedz-scores.

Each user then sendsthe disguisedz-scoresto the
sener. Denote the matrix of generated random
values as R and the disguised z-score matrix as
R= Aporm + R.

After the serwer obtains the disguised z-scores, it
can apply Egs. (4{5) in [17] to make predictions using
the Pearson correlation-based CF algorithm proposed
in [13]. Alternativ ely, it can apply Eqgs. (3{6) in [1§]
to make predictions using the SVD-basedCF algorithm
proposedin [20].

There are two versionsof Step 2. The rst version
usesonly rated ertries, and is designedfor the Pearson
correlation-based CF algorithm becausethe algorithm
needsto explicity know what items are rated by a
certain user. Usersmay have a concernregarding this
versionin someapplications becausewhether items are
rated or not is often a privacy issue. The secondversion,
which usesall ertries, is designedfor the SVD-based
CF algorithm. It is worth pointing out that if usersdo
not have the above concern,the rst version can bring
performancegainsin predictions and recommendations
when used with the SVD-basedalgorithm. This point
will be further explained in Section 5.2. In this paper
the rst version of Step 2 is consideredfor both CF
algorithms. Readersshould also note that for a user
i the standard deviations ; computed in these two
versions are di erent; the one computed in the rst
versionis typically much larger than the one computed
in the secondversion (as determined by the sparsity of
rating vectors).

4 k-means Clustering based Reconstruction

Given a row vector of the disguised z-score matrix Y
(corresponding to the ratings of one user), we now
proposeto use k-means clustering to derive estimates
of the original ratings.

4.1 Discrete-v alued Ratings We start from the
simple casewhere ratings are discrete-\valued and only
rated ertries are used in the scheme. Assume that
there are k possible ratings (a;; ;ax) usedin the
recommendationsystem, sothat the number of possible
z-scoresin a user's pro le after normalization should
alsobe k; denotethesek z-scoresasz;; ;z¢. Denote
the disguisedz-scoresfrom this userasd;; ;d, if she
has given ratings to h items. In order to derive the
original rating corresponding to d;, the sener intendsto
nd ana from a; to ax that maximizes the posterior
probability Pr(ajd;). Since Pr(a;jdi) = Pr(zjd;) for
ead j, the sener can rst computea z from z; to z
that maximizes Pr(zjd;) and then derivea from z . If
the sener knows the valuesof z;;  ; z«, the solution to
maximizing Pr(zjd;) can easily be obtained by nding

the z that is the nearestto d;.

Recall that every d; is the sum of a z-scoreand
a random value generatedfrom either a Gaussiandis-
tribution or a uniform distribution. Therefore, every
di can be thought of as a value generatedby mixture
models, in which the number of componerts is k and
the jth componert is N (z; 3) (in the Gaussiancase)
or Uniform(z rR;Z + Rr) (in the uniform case).
In general, the Expectation-Maximization (EM) algo-
rithm [10] is oneway to compute the parametersof mix-
ture models (z1; ;zx in this case). In this paper, we
use a simplied and constrained version|the k-means
clustering algorithm. After k-meansis conducted on
di; ;dh, the original k z-scoreswill be approximated
by the sorted k cluster certroids. An ertry with the
disguised z-score assignedinto the jth cluster will be
reconstructed asthe j th possiblerating a;. For the ini-
tial cluster certroids assignmem, a naive method is to
estimate the rst cluster certroid as the mean of the
bottom 1% of h disguisedz-scoresand the kth certroid
as the mean of the top 1%, and then interpolate the
other certroids.

Figure 2 showvs a detailed example taken from
MovieLens. It plots the original ratings, the disguised
z-scores(using a Gaussiandistribution with g = 0:5),
and the cluster certroids (after k-means) of one user's
rating pro le.

There are two speci ¢ casesin which someratings
may be missedin a user's rating prole. For the rst
case,assumethat certain ratings exceptthe lowest and
the highest have never appeared. As a result, certain
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Figure 2. This example shovs how k-meansis used
to reconstruct original ratings from disguised z-scores
in the perturbation scheme when only rated ertries
are used. Sub gure (a) is a histogram of the original
ratings from one user in MovieLens. Sub gure (b) is
a histogram of the disguisedz-scoresin which random
perturbations are incorporated. Sub gure (c) shows
the histogram of the assignedcluster certroids after k-
meansis used.

clusters might becomeempty in the rst iteration of k-
meansgiven the estimation of z;;  ;z. For example,
if a; is missed,then the jth cluster may becomeempty.
If we still assigndisguised z-scoresto the jth cluster,
an initially \correct" cluster of disguised z-scoreswill
probably be divided into two sub-clusters. To prevent
this situation, we drop any empty cluster during the
clustering process. In the secondcase, the lowest or
the highest rating is missing; given this, the estimation
of z1; ;z« may deviate considerably from the true
values. One can prove that the probability of accurately
reconstructing original ratings by any method in this
casecan be no more than 50%. If two rating pro les
result in the same z-scorevector (see Table 1 for an
example), there is no better way than ipping a coin
to nd the original prole from only the disguised z-
score vector. When the lowest or the highest rating
is missing in a rating prole, we can always nd at
leastonedi erent pro le that resultsin the samez-score
vector asthe current one does.

We now consider the other version of the pertur-
bation scheme (Step 2 above), in which all ertries are

Table 1: Two rating pro les that result in the same

z-scorevector in a v e point rating scalesystem.
Item L (1211314 ]15]16 /|17 |18
Prolel | 2 | 2| -13|3|3]|-1]5
Prole2 | 11| -|2|2|2|- |4

used. In order to derive ratings from a disguisedz-score
vector in this version, we can rst attempt to determine
which entries are rated and which ertries are unrated,

and then apply k-means clustering on \rated" ertries

only. Sincethe z-scoreof ead unrated entry in Apor m

is 0 according to Step 2 in the scheme given in Sec-
tion 3, the corresponding disguised z-scorewill lie in

the rangeof [ R; Rr]if auniform distribution is used
and in the range of [ 3 r;3 r] with a probability of
99:7% if a Gaussiandistribution is used. Therefore, in

our classi cation method, entries with disguisedz-scores
that lie in thesetwo rangesare marked as unrated en-
tries and all the other entries are marked asrated. This

classi cation method may identify many rated ertries

as unrated!; howewver, we supposethat an attacker is
more interested in precision (the ratio of the number of
ertries correctly marked rated to those marked rated)

than recall (the ratio of the number of entries correctly

marked rated to those actually rated). Figure 3 shows
the disguisedz-scores,the disguisedz-scoresof the en-
tries marked rated, and the cluster certroids (after k-

means) from the sameuser's pro le used previously in

Figure 2.

4.2 Contin uous-v alued Ratings The above analy-

sisis basedon the assumptionthat ratings are discrete-
valued. For the case where ratings are continuous-
valued, we discretizeratings by dividing the rating range
into k isometric segmets; if the disguisedz-scoreof an

entry is assignedto the jth cluster after k-means, we
reconstruct the rating of this entry asthe median value
of the jth segmemn. There are two kinds of errors when
measuring the di erence between a true rating and a
reconstructedrating. One is the assignmen of an entry

to the wrong cluster, e.g, an entry with a rating from

the jth segmen may be assignedto the j + 1th cluster.

The other is the represeration error causedby using
the median value asthe reconstructed rating. Deciding

the value of k is actually balancing a trade-o0 between
thesetwo errors; the clustering penalty becomeslarger

when k is larger and the represettation error becomes
larger whenk is smaller. In our experimerts, k is chosen
empirically.

TUnrated entries may also be marked as rated if a Gaussian
distribution is used, though with a small probabilit y.
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Figure 3: This example shovs how k-meansis used
to reconstruct original ratings from disguised z-scores
in the perturbation scheme when all rated ertries are
used. The histogram of the original ratings is plotted in
(a) and is identical to Figure 2(a). Sub gure (b) plots
the histogram of all disguised z-scores. Sub gure (c)
is a histogram of the disguised z-scoresof the ertries
identied asrated. Sub gure (d) shows the histogram
of the assignedcluster certroids after k-meansis used.
Note that one cluster becomesempty in the clustering
process.

5 SVD-based Reconstruction

Attackers may also be interested in reconstructing the
z-scoresin Anpor m as they also discloseimportant in-
formation relevant to user privacy. In this section, we
show how to estimate the original z-scoresin ead rat-
ing pro le from the entire perturb ed rating matrix using
correlations among the rating pro les.

It is argued in [8] that a low-dimensional linear
model is a powerful method for describing the rating
matrix. The assumptionthat the rating matrix can be
modeled linearly is also used in [5, 6, 7, 12, 20, 21].
Based on this assumption, Anorm Can be written as
the sum of a low-dimensional linear model (denoted as
X) and a Gaussiandistributed noise matrix (denoted
as Z), where z; N (0; 2). Therefore, with random
perturbations R we have
(5.1) R=Am+R=X+Z+R:

In making predictions, the server wants to construct the
model X basedon perturbed ratings R. If the sener

knows X , then sinceAl ) . N(Xj; 2), thesenercan
use X asthe prediction for an unrated entry Al .
The variance of this prediction error is 2. Mearwhile,
for arated ertry Al . .., the serer can alsoreconstruct
it as Xj . The variance of this reconstruction error
is also 2. Therefore, using X for predictions and
reconstructionsleadsto an equivalencein the variance of
the prediction error and the reconstruction error. This
explicitly shavsatrade-o betweenprediction accuracy
and privacy.

5.1 Deriving the Mo del Now the problem is how
to nd X given R IfRis generated by a Gaussian
distribution, i.e., Rj N(0; 2), Egq. (5.1) can be
further extendedas

R=X+Z+R=X+U;

where Uj N(; 2+ 3). Therefore, the log-
likelihood of the disguised z-score matrix given the
model, log Pr(A’jX ), can be expressedas
X
1
ey R Xt
I}

(5.2)

(5.3)log Pr(AjX ) = 5
RT
where C is a constart. By the above equation, nding
an X that maximizeslog Pr(A’jX) is reducedto a low
rank approximation problem, which can be solved by
conducting SVD on AR. If the rank of the linear model
is k, the solution is X = AHHT, in which Hy is the
matrix consisting of the top k right singular vectors of

Another approad, usable for both random vari-
able distributions, is to nd an X that maximizes
logPr(Anor mjX). This maximization problem can also
be reduced to a low rank approximation problem us-
ing an induction similar to the above. Then we have
X = Anor kaVkT, where Vi is the matrix of the top k
right singular vectors of Anorm. It is easyto seethat
the column vectorsin Vi are alsothe rst k eigervec-
tors of Al mAnorm. Moreover, Al . . Anorm Can be
estimated from AT R using the following two equations.
As E(Rj ) = 0, by Egs. (3{4) in [18], we have

(5.4) E((R" Ry q)
(5.5) E((R R)¢r)

(Anor mAnor m) of 60

(A-rI;ormAnorm)ff +n 2;

where n is the number of users. So given R,
Al mAnor m and Vi canbe sequetially computed, and
X can be approximated as /f?kakT. The error between
this approximation and X is

A vy X

(/Q Anor m )Vk VkT
RV, :

(5.6)



Using the proof of Theorem5.2in [15], the meansquare
error of RV, can now be quantied as var(Rj ),
where m is the number of items. When a Gaussian

distribution is used, the mean square error is ,%%;
when a uniform distribution is used, it is ZR% Note

that using /bvkva as the approximation of X was
also proposed in the SVD-based CF algorithm for
randomly perturbed ratings in [18], but here we give
a clear relation between;i?\/kvkT and the model X that
maximizeslogPr(Anor mjX).

Comparing the above two approades,if R is gener-
ated from a Gaussiandistribution, the rst approad is
preferred becauseit can directly compute X to max-
imize IogPr(ﬂQjX) without any approximation error.
Howewer, for a uniform distribution, only the second
approad can be used.

5.2 EM Pro cedure In practice, the rating matrix
A is usually sparse. Consequetly, the z-score matrix
Anorm Obtained by lling unrated entries with user
averagesmay not lead to a good linear model X. A
more reasonableobjective function isto nd an X that
maximizes log Pr(R°jX ) or logPr(A2,, ,jX ), where A°
and A?,, , denotethe disguisedz-scoresand the original
z-scoresof those rated ertries, respectively. Note that
even when all ertries are used in the perturbation
scheme,the sener canstill usethe classi cation method
discussedin Section 4.1 to identify somerated ertries.

The maximization of log Pr(/i?"jx) or
logPr(As, miX) can be accomplished using an
EM procedure. The details of similar inductions can
be found in [21] and in Section 2 of [22]. In iteration
t of the EM procedure, in the Expectation step, eath
unrated ertry in R (&) is replaced with X{'  to
form a lled-in matrix A® . In the Maximization step,
the serer either computes X () as ROH O (H)T
using the rst approac (if a Gaussiandistribution is
used) or approximates X ) by ROV (v)T using
the secondapproach (if a uniform distribution is used).
For the rst iteration, unrated ertries in R are lled
with 0 in the Expectation step.

6 Exp erimen ts

We usedtwo publicly available data sets,MovieLensand
Jester, in our experiments. MovieLens is a web-based
recommender system for movies based on the Grou-
pLens project.? User ratings for movies are discrete-
valued on a v e-star scale. Jester is a web-basedjoke
recommendationsystem[12]. The dataset contains 100
jokes,with cortinuous-valued userratings ranging from

Zwww.grouplens.org

from 10to 10. For our experiments, we useda 943-hby-
1862 (users-by-items) rating matrix from the standard
100k MovieLens data set and a 3000-ky-100 rating ma-
trix from Jester. For ead rating matrix, 80% of the ob-
sened ratings were chosenrandomly as available train-
ing casesand the other obsened ratings were resened
astest cases.

For eat data set, 20 trials were conducted using
ead version of the perturbation schemes(one basedon
rated ertries only and the other basedon all ertries) for
eat random noise distribution (Gaussianor uniform).
We selectedthree kinds of metrics detailed below for the
evaluation.

1. To evaluate prediction and recommendation accu-
racy, Mean AbsoluteError (MAE) and ROC-4 area
are used. MAE measuresthe averageabsolute de-
viation between a predicted rating and the user's
true rating. The receiver operating characteris-
tic (ROC) model attempts to measurethe extent
to which an information Itering system can suc-
cessfullydistinguish betweensignal (relevance)and
noise. The ROC-4 areais the area underneath an
ROC curve when ratings of 4 and above are con-
sideredsignal and thosebelow are considerednoise.
In our experiments, ROC-4 area averagedper-user
is computed. According to the experiments in [14],
MAE and ROC-4 per-user do not correlate well;
using both metrics thus helps to evaluate recom-
mendation accuracy more objectively and compre-
hensiwely.

2. For evaluating reconstruction accuracy when k-
meansis used for the data reconstruction, we use
MAE to measurethe average absolute deviation
between a reconstructed rating and the true rat-
ing; this is denoted as R-MAE to distinguish it
from MAE above. We also compute the ratio of
discrete-\alued ratings (MovieLens)that arerecon-
structed correctly; this is denoted as Accuracy for
simplicity. For the SVD-based data reconstruc-
tion method, MAE is usedto measurethe devi-
ation betweenreconstructed z-scoresand the orig-
inal z-scores;this is denoted as zsore-MAE. For
easeof comparison between these two reconstruc-
tion methods, P-MAE is computed to evaluate the
deviation betweenthe true ratings and the poten-
tial ratings that canberecoveredby the SVD-based
method. Potential ratings are computed using the
derived z-scorestogether with averagesand stan-
dard deviations of users' rating vectors (assuming
they are known).

3. Finally, Precision and Recall are usedto evaluate



the accuracy of identifying ertries (as rated) when
all entries are usedin the perturbation scheme.

6.1 MovieLens Table3 rst givesthe prediction and
recommendation accuracy of two naive CF algorithms,
\Item averages"and \User averages";they are consid-
eredasthe baselinesfor future comparisons. Sinceboth
algorithms are basedon the sum operation, it is easy
to design privacy-preserving schemesfor them. There-
fore, we believe that it is unacceptableif the prediction
performance of a certain CF algorithm is worse than
the performanceof thesetwo algorithms. Note that the
ROC modelis meaninglesavhen\User averages"is used
becausefor a certain userall items will receive the same
prediction.

We now look at the caseof using only rated en-
tries in the perturbation scheme. Both the Pearson
correlation-basedalgorithm in [17] and the SVD-based
(with an EM procedure) algorithm proposedin Section
5 are usedfor predicting ratings. We useour SVD-based
algorithm instead of the original algorithm proposedin
[18] becauseour algorithm can get better performance
accordingto our preliminary experiments. The number
of dimensionsis setto 10in the SVD-basedalgorithm.
Table 2 lists the results obtained from MovielLens for

dierent valuesof g or r. When r; r = 0, no

random noiseis actually addedto the original z-scores.

We obsene that the Accuracy obtained by the k-means
basedreconstruction method is not 100%at that time;
the reasonis that somepossibleratings have never ap-
peared in some users' rating pro Ie% _as discussedin
Section4.1. When gr=1or g = 3, the MAE and
the ROC-4 area of both CF algorithms are worse than
thosefrom using\ltem averages"for predictions. If rea-
sorpglerandom valu6§are used (e.g. 1=3 rR 223
or 3=3 R 2 3=3), the k-means based recon-
struction method has a 45{67% accuracy in correctly
deriving the orginal ratings.

Shown in Figure 4 is the comparison of our SVD-
basedreconstruction method and the PCA-basedrecon-
struction method proposedin [15.% It demonstrates
that the reconstruction error obtained by our method is
smaller than that of the previous approach. Figure 5
compares the k-means based reconstruction method
with the SVD-basedmethod. It shows that the recon-
struction error obtained from either data reconstruc-
tion method is always smaller than the prediction error.
For a smaller g or g, the k-meansbasedreconstruc-
tion method outperforms the SVD-basedmethod; for a

SNote that an EM procedure is incorp orated in the proposed
SVD-based method while it is absert in the PCA-based method

in [15].

Table 3: MAE and ROC-4 area of two CF algorithms,
\Iltem averages" and \User averages", in MovielLens.
Note that the ROC-4 area is meaninglesswhen \User
averages" is used becausefor a certain user all items
will receive the sameprediction.

CF algorithms | MAE | ROC-4
Item averages | 0.8154 | 0.7578
User averages | 0.8350 -

-+ - SVD based reconstruction
—%— PCA based reconstruction

zscore MAE

0.67 0.83 1

Sk

Figure 4. Comparisonof our SVD-basedreconstruction
method and the PCA-based reconstruction method
proposedin [15] in MovieLens when only rated entries
are usedin the perturbation scheme.

larger variance, the SVD-based method has a smaller
reconstruction error.

Table 4 displays prediction and reconstruction er-
rors whenall ertries are usedin the perturbation scheme
for MovieLens. The baseline prediction performance
(when z-scoresare not perturb ed) of the SVD-basedal-
gorithm in this caseis much worse than the baseline
prediction performancein the version where onﬂyfrated
entries are used. When g = 3 or r = 3 3, the
prediction performancebecomesworsethan the perfor-
mance of the naive CF algorithm \ltem averages". If
a Gaussiandistribution (with 1 R 2)isusedto
generaterandom perturbations, 20{40% of rated ertries
are recalled with a precision at 80{90%. Better results
in terms of precision and recall are obtained when ran-
dom values are generatedfrom a uniform distribution.
The k-meansbasedreconstruction method derives the
original ratings correctly for more than 55% of thesere-
called rated ertries. Figure 6 furthers the comparisonof
the two data reconstruction methods for this case. The
k-meansbasedreconstruction method always obtains a
smaller reconstruction error than the SVD-basedrecon-
struction method for both random noise distributions.



Table 2: Prediction performanceand reconstruction performancein MovieLensif only rated ertries are usedin
the perturbation scheme.

MAE(SVD) ROC-4(SVD) MAE(P earson) | ROC-4(Pearson) R-MAE Accuracy zscore-MAE
rR; R=0 0:7493 0:7477 0:7694 0:7544 0:0795 0:9246 -
r=1=3 0:7582 0:0020 | 0:7349 0:0044 | 0:7749 0:0014 | 0:7497 0:0028 || 0:3393 0:0040 | 0:6712 0:0037 | 0:5601 0:0005
R =23 0:7850 0:0026 | 0:7051 0:0063 | 0:7932 0:0031| 0:7401 0:0041 || 0:6204 0:0037 | 0:4565 0:0029 | 0:6129 0:0012

R=1 0:8192 0:0024 | 0:6716 0:0060 | 0:8234 0:0025| 0:7259 0:0039 || 0:7850 0:0056 | 0:3776 0:0026 | 0:6875 0:0015
R = '-n§=3 0:7591 0:0013 | 0:7343 0:0026 | 0:7748 0:0020 | 0:7500 0:0021 || 0:4167 0:0031 | 0:5898 0:0030 | 0:5603 0:0007
R = 2"n§=3 0:7855 0:0029 | 0:7049 0:0076 | 0:7928 0:0031| 0:7410 0:0039 || 0:6138 0:0049 | 0:4474 0:0025 | 0:6131 0:0013
R= 3 0:8179 0:0036 | 0:6730 0:0073| 0:8218 0:0036 | 0:7273 0:0063 || 0:7983 0:0034 | 0:3629 0:0018 | 0:6877 0:0013
Table 4: Prediction performance and reconstruction performance in MovieLens if all erntries are used in the
perturbation scheme.

MAE(SVD) ROC-4(SVD) Precision Recall R-MAE Accuracy zscore-MAE

R; R=0 0:7971 0:7129 - - - - -
r=1 0:7986 0:0003 | 0:7036 0:0033| 0:8952 0:0017 | 0:4338 0:0010 | 0:2943 0:0044 | 0:7151 0:0043 | 2:7362 0:0065
R=2 0:8048 0:0010 | 0:6759 0:0038| 0:7801 0:0024 | 0:1797 0:0008 | 0:4167 0:0056 | 0:6059 0:0055 | 3:1580 0:0182
R=3 0:8179 0:0017 | 0:6432 0:0062 | 0:6285 0:0046 | 0:0879 0:0010 | 0:4654 0:0074 | 0:5847 0:0056 | 3:7506 0:0189
R = rn§7 0:7988 0:0005 | 0:7046 0:0043 1 0:6486 0:0011| 0:2432 0:0034 | 0:7629 0:0034 | 2:4828 0:0036
R:2;3 0:8051 0:0012 | 0:6774 0:0061 1 0:4227 0:0016 | 0:3923 0:0048 | 0:6194 0:0044 | 2:7192 0:0111
R =3 3 |0:8178 0:0022| 0:6417 0:0074 1 0:3018 0:0011 | 0:4533 0:0062 | 0:5670 0:0058 | 3:0480 0:0110
1 T T T 1 T T T
-+- R MAE (k means based reconstruction) -+- R MAE (k means based reconstruction)
% P MAE (SVD based reconstruction) 09 % P MAE (SVD based reconstruction)
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Figure 5: Comparison of two data reconstruction meth-

1.44

1.74

(b) Uniform distribution

Figure 6: Comparisonof two data reconstruction meth-

ods in MovieLens when only rated ertries are usedin ods in MovieLens when all ertries are usedin the per-

the perturbation scheme.

turbation scheme.



Table 5: MAE and ROC-4 area of two CF algorithms,
\Item averages"and \User averages",in Jester.

CF algorithms | MAE | ROC-4
Iltem averages | 4.0703| 0.7314
User averages | 3.8795 -

6.2 Jester For the Jester data set, the prediction
results of using \Item averages"and \User averages”
are listed in Table 5; using \User averages" brings a
smaller MAE than using \Item averages"in this data
set.

The results of testing perturbation CF algorithms
and data reconstruction methods for the sceme in
which only rated ertries are usedare shown in Table 6.
The number of clusters is set to 10 for k-means. The
prediction performanceof the SVD-basedCF algorithm
is worse trbélg that of \User averages"when r = 1.5
or r = 3 3=2. Howevwer, the prediction performance
lossof the Pearsoncorrelation-basedalgorithm is much
smaller. We beliewve that this is causedby two di er-
encef this data setfrom MovieLens: many fewer items
and a much higher density (fraction of the rating ma-
trix that is lled). Figure 7 comparesour two data re-
construction methods in Jester when only rated ertries
are usedin the perturbation scheme. As was noted in
Figure 5, the k-meansbasedmethod obtains a smaller
reconstruction error when the random noise variance is
small while the SVD-basedreconstruction method per-
forms better when the noisevarianceis larger.

Finally, Table 7 lists the results obtained in Jester
when all ertries are usedin the perturbation scheme.
We obsene that when a Gaussiandistribution is used
to generatenoise, only a small percertage of the rated
ertries can be recalled (e.g, 7% when g = 1:4). In
cortrast, whena uniform distribution is used,moretl&an
20%of the rated erntries arerecalledwhen g = 1.4 3.
Figure 8 shaws that in this casethe k-means based
data reconstruction method always obtains a smaller
reconstruction error than the SVD-based method for
both random noisedistributions.

6.3 Discussion The following are sewral obsena-
tions drawn from our experimental results that can be
taken as referencesfor the future use of perturbation
schemesin collaborative Itering. First, when ratings
are discrete-valued, we consisterilly obsened a predic-
tion error larger than the reconstruction error for both
versions of the scheme. This implies that the average
amount of information that users need to discloseis
larger than the averageamount of information they re-
ceive in return. Moreover, the k-means based recon-
struction method can derive a signi cant fraction of

w E
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=
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-+ - R MAE (k means based reconstruction)
% P MAE (SVD based reconstruction)
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0.86 13

(b) Uniform distribution

Figure 7: Comparison of two data reconstruction meth-
ods in Jester when only rated entries are used in the
perturbation scheme.

the original ratings exactly for discrete-walued ratings.
These two points suggestthat cortinuous-\alued rat-
ings are better suited for privacy-preserving perturba-
tion scheme.

Second, there is a trade-o in choosing whether
only rated ertries or all entries should be usedin the
perturbation scheme. The prediction performance of
the former choice is better than that of the latter;
howevwer, in the former choice the serwer or an attacker
canreconstruct data for all rated entries, while they can
do sofor only a limited number of rated ertries in the
latter.

Finally, when all ertries are usedin the perturba-
tion, a Gaussiandistribution is preferable for generat-
ing random values. This helps to decreaseboth the
precision and recall when identifying rated ertries and
sequetially increasethe reconstruction error.

A exible randomization scheme was proposed in
[17] in which usersrandomly generate r or g within
arangedecidedby the serer. For example,if the server
sets the range of g as[0; 1], eac user will choosea



Table 6: Prediction performance and reconstruction performancein Jester if only rated ertries are usedin the

perturbation scheme.

MAE(SVD) ROC-4(SVD) MAE(P earson) | ROC-4(Pearson) R-MAE zscore-MAE

rR; rR=0 3:2272 0:7522 3:3798 0:7480 - -

r = 1=2 | 3:3180 0:0069 | 0:7376 0:0027 | 3:3813 0:0029 | 0:7481 0:0005 || 2:3839 0:0080 | 0:6113 0:0005

rR=1 3:5674 0:0110| 0:7066 0:0028 | 3:3952 0:0053 | 0:7461 0:0010 || 3:3964 0:0079 | 0:6852 0:0012
R =32 | 39306 0:0195)| 0:6739 0:0041 | 3:4279 0:0075| 0:7422 0:0016 || 4:0016 0:0089 | 0:7764 0:0021
R = rr$=2 3:3153 0:0069 | 0:7382 0:0019 | 3:3810 0:0028 | 0:7479 0:0008 | 2:3309 0:0062 | 0:6112 0:0005

R = r: 3 3:5644 0:0115| 0:7067 0:0028 | 3:3954 0:0036 | 0:7460 0:0011 || 3:3627 0:0076 | 0:6851 0:0015
R = 3 3=2 | 39297 0:0150 | 0:6729 0:0032 | 3:4265 0:0068| 0:7421 0:0014 || 40393 0:0078 | 0:7773 0:0019

Table 7: Prediction performanceand reconstruction performancein Jesterif all ertries are usedin the perturbation

scheme.
MAE(SVD) ROC-4(SVD) Precision Recall R-MAE zscore-MAE

R R= 3:3303 0:7400 - - - -

r = 07 3:3924 0:0044 | 0:7198 0:0033 | 0:9619 0:0009 | 0:2402 0:0009 | 2:3532 0:0138 | 0:8298 0:0031
rR= 14 3:5895 0:0117 | 0:6828 0:0032 | 0:8780 0:0036 | 0:0677 0:0006 | 2:.9741 0:0311 | 1:1448 0:0121
R=21 3:9047 0:0137 | 0:6486 0:0033| 0:7848 0:0047 | 0:0341 0:0004 | 3:5908 0:1363 | 1:2714 0:0194
=07 i@ 3:3926 0:0037 | 0:7191 0:0020 1 0:4302 0:0011 | 2:2553 0:0064 | 0:8651 0:0014
=14 ;? 3:5872 0:0113 | 0:6830 0:0028 1 0:2220 0:0010 | 2:4507 0:0078 | 1:0059 0:0045
=21 339070 0:0151| 0:6495 0:0032 1 0:1480 0:0007 | 2:6874 0:0145| 1:0967 0:0109

PR -+ - R MAE (k means based reconstruction)
Pis % P MAE (SVD based reconstruction)
-B- Prediction MAE

1.4 1.75
SR
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(a) Gaussian distribution

*

MAE

-+- R MAE (k means based reconstruction)
% P MAE (SVD based reconstruction)
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Figure 8: Comparison of two data reconstruction meth-
ods in Jester when all entries are usedin the perturba-
tion scheme.

random value in this range asthe standard deviation of
the Gaussiandistribution he will use. In fact, the serer
is still able to estimate the variance of perturbations
that ead user generatesin this exible scheme. Since
the variance of ead user's normalized z-score vector
is always 1, the standard deviation (for a Gaussian
distribution) or the range (for a uniform distribution) of
added random values can be derived from the variance
of auser'sperturb ed z-scorevector. Therefore, our data
reconstruction methods can still work in this exible
stheme. The only adjustment is in the SVD-based
data reconstruction method: when dierent standard
deviations are used to generate Gaussian distributed
noise,ead row will have a di erent scalarin Eq. (5.3).
Scalar-weighted SVD in [4] givesan analytical solution
of X that maximizeslogPr(&jX) for suc a case.

7 Summary and Conclusions

Based on our study of how to reconstruct the origi-
nal data from randomly perturb ed data in the random-
ized perturbation schemesfor collaborative Itering, we
propose two data reconstruction methods: a k-means
basedmethod and an SVD-based method. Our exper-
iments show that both have good performancesin de-
riving original ratings or z-scoresin real data sets. The
k-meansbasedmethod is always better than the SVD-
basedmethod when only rated ertries are usedin the
perturbation scheme. When all ertries are used, the
SVD-based method is better when the random value
varianceis large and the k-meansbasedmethod is bet-



ter when the random value variance is small.

The proposed data reconstruction methods have
two cortributions to the generalapplication of perturba-
tion schemesin privacy-preservingdata mining. First,
the k-meansbasedmethod can be usedto reconstruct
original data when data attributes are valued in the
samerange. Second,the proposed SVD-based method
with an EM procedure can help to exploit correlations
to derive information from a disguiseddata setin which
only somedata ertries are available.

There are two directions for our future work. Oneis
to designother data reconstruction methods that derive
userratings more accurately. On the other hand, we will
also study new random perturbation techniques that
defeat data reconstruction methods and achieve better
privacy presenation.
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