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ABSTRACT

Machine learning techniques are widely used in negotiation
systems. To get more accurate and satisfactory learning re-
sults, negotiation parties have the desire to employ learning
techniques on the union of their past negotiation records.
However, negotiation records are usually confidential and
private, and owners may not want to reveal the details of
these records. In this paper, we introduce a privacy pre-
serving negotiation learning scheme that incorporate secure
multiparty computation techniques into negotiation learning
algorithms to allow negotiation parties to securely complete
the learning process on a union of distributed data sets. As
an example, a detailed solution for secure negotiation Q-
learning is presented based on two secure multiparty com-
putations: weighted mean and maximum. We also introduce
a novel protocol for the secure maximum operation.

Categories and Subject Descriptors

H.3 [Information Storage and Retrieval]: Information
Search and Retrieval

General Terms
Algorithms, Security
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1. INTRODUCTION

Negotiation can be understood as the process toward a
final agreement on one or more matters of common interest
to different parties. One major obstacle in automated nego-
tiation is incorporating intelligence into a computer system
that carries out a negotiation [17], thus enabling the negoti-
ation system to conduct automated negotiations effectively
and intelligently on behalf of its clients.
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Machine learning is widely adopted in negotiation learn-
ing mechanisms. Negotiation parties use various learning
techniques to speculate and update their knowledge about
environments and other parties, and these knowledge are
good support to their later decisions. The past negotiation
records play an important role in all these learning tech-
niques because they compose the training data sets for learn-
ing algorithms. As the larger training set probably implies
more accurate learning results and more profits, negotiation
parties have the desire to obtain more related negotiation
records. If several negotiation parties have the same nego-
tiation learning objective and meanwhile they do not have
any direct profit conflicts (e.g., a group of buyers all conduct
bilateral negotiations with a third party supplier), sharing
their negotiation records will bring all of them benefits.

However, negotiation records are usually confidential and
private, owners may not want the details of these records
revealed to the other negotiation parties. At that time, we
wish that there is a secure way to allow all parties to proceed
learning algorithms on the union of all negotiation records
in a way that each party can still keep his own data secure.
We use the word secure to refer that only the final learning
results will be known to parties. In this paper, we use secure
multiparty computation method to solve this problem. Gen-
erally speaking, a secure multiparty computation method
deals with computing any probabilistic function on any in-
put, in a distributed environment where each party holds
one of the inputs, ensuring independence of the inputs, cor-
rectness of the computation, and that no more information
is revealed to a party in the computation than can be in-
ferred from that party’s input and output [8].

The first contribution of this present work is to intro-
duce a privacy preserving negotiation learning scheme to
the e-commerce community and give a detailed example of
secure QQ-learning in negotiation. The second contribution
is a novel secure multiparty computation protocol for Max-
imum operation to allow k parties (k > 3, each has a value)
to find the maximum value without revealing any other in-
formation. The organization of this paper is as follows. Sec-
tion 2 presents our privacy preserving negotiation learning
scheme. Section 3 introduces two secure multiparty compu-
tations: weighted mean and maximum. Section 4 gives the
solution for privacy preserving Q-learning based on these
two computations. Section 5 describes the related work of
privacy preserving in learning techniques. And finally Sec-
tion 6 concludes the paper.



2. PRIVACY PRESERVING NEGOTIATION
LEARNING SCHEME

Learning techniques help negotiation parties obtain more
accurate knowledge about other parties and negotiation en-
vironments. Zeng and Sycara [22] present an experiment
system for updating negotiation offers between two intel-
ligent negotiation agents in bilateral negotiations. They
model negotiation as a sequential decision, and use Bayesian
probability as the underlying learning mechanism. Another
learning approach is to use genetic algorithms and genetic
programming [14, 15]. Each negotiation strategy formed by
rules is regarded as a gene, and new strategies are generated
by means of genetic operations: reproduction, crossover,
and activation. Besides supervised learning techniques, re-
inforcement learning has also been introduced in business
markets [16, 4]. In this approach, a business process is con-
sidered as a Markov decision process, and players are trying
to get a maximum reward.

To allow different negotiation parties to securely conduct
the same learning technique on the union of their data sets,
the corresponding learning algorithm must satisfy the fol-
lowing two conditions: 1) it is a distributed algorithm that
can be conducted by multiple parties on distributed data
sets; 2) all communications do not reveal any party’s unnec-
essary information.

Our scheme is to design such an algorithm in three steps.

1. Find a distributed learning algorithm for the specific
technique.

2. Divide this algorithm into two kinds of computations:
local computations and multiparty computations. Lo-
cal computations are those computations that can be
done by each party without communicating with oth-
ers, while multiparty computations involve communi-
cations among parties.

3. Find a secure multiparty computation protocol for each
multiparty computation.

Compared with the first two steps, the last step is more
important. As communications are involved in multiparty
computations only, the security of the algorithm is decided
by the security of all used multiparty computation protocols
in it.

There are two important assumptions in this work. First,
we are discussing the application in a distributed comput-
ing scenario, so each negotiation party keeps his negotiation
records locally and there is no central server to gather all
records and run learning algorithms. Each party holds a
database of different negotiation records and the whole data
set is the union of these database (it is denoted as hori-
zontally partitioned). Second, we assume that the security
model is a semi-honest model [6], which means each party
correctly follows the privacy preserving protocols, and he
does not use active ways to maliciously attack protocols.
However, the party attempts to learn additional informa-
tion by analyzing the message received during the protocol
execution. This model is reasonable here because all parties
do not have direct profit conflicts and instead they all have
the same learning objective.

In the remaining of this paper, we will give a detailed ex-
ample on how to conduct privacy preserving Q-learning in
negotiation. Basically, we decompose the Q-learning algo-
rithm into two secure multiparty computations: weighted

mean and maximum, and design secure protocols for these
two computations.

3. SECURE MULTIPARTY COMPUTATIONS

This section will present two secure multiparty computa-
tion protocols for weighted mean and maximum computa-
tion. As you will find, a basic protocol for secure sum is
used in both proposed protocols. Therefore, we first briefly
present the secure sum protocol. The protocol details and
complete proof can be found in [11].

Assume there are k (k > 3) parties and each party 14
has an integer value v;, they want to compute Zle Vi,
and they already know that the sum is less than or equal
to n. In the first step, party 1 generates a random num-
ber R in the range [0...n — 1], and sends the result R +
v1 mod n to party 2. Starting from party 2, each party
1 receives the result R + E;;ll v; mod n from his previous
party (party ¢ — 1), adds his own value v; to this result and
passes R + 2;21 v; mod n to party (i + 1 mod k). Finally,
Party 1 receives R + Zfil v; mod n from party k. He com-
putes Zle v; by subtracting R from the received result,
and broadcast it to the others. _

In this protocol, each party ¢ receives R+ Z;;ll v; mod n,
which is a value uniformly distributed across [0...n — 1],
thus the party learns nothing more than guess. The protocol
assumes that no two parties collude. If party i — 1 and ¢+ 1
reveal the values they send and receive to each other, then
they can compute the value party ¢ has. One way to extend
the protocol to prevent this kind of collusion is that each
party ¢ divides his local value v; into shares [11]. The sum
for each share is computed individually by using a different
sequence of parties to ensure that no party has the same
neighbor twice. The communication cost for this protocol
is O(logn) bits for each party and O(logn - k) bits for all
parties.

3.1 Secure Weighted Mean

Now assume each party 7 has a value v; and a support

value w;. The weighted mean is to compute Zle w;iv; Ele w;.

A simple way to compute this weighted mean is to respec-
tively calculate the numerator and denominator using the
secure sum protocol, then do the division. However, this
process reveals the sum result of numerator and denomi-
nator, which means that each party can know the exact
weight of his value in the final result (i.e., wi/Z§:1 w;).
The following protocol using approximate In(z1 + x2) pro-
tocol reveals nothing except the final result. Kantarcioglu
and Vaidya [11] use the similar idea for secure probability
computation.

Assume s1 = Zle w; - v; and sg = Zle w;, we can
evaluate the division by In operation:

s1/s2 = exp(lns1 — In s2).

Instead of letting party 1 get the result s1 + r1 mod n and
$2 + r2 mod n from party k (assume that r; and ro are two
random numbers generated by party 1 in executing the se-
cure sum protocol for computing s1 and s2), we use the
secure approximate In(z1 + x2) protocol in [12] to generate
two pair of random numbers {t1,tx} and {u1,ur} (t1 and
uy for party 1, ¢, and wuy for party k) such that ¢; 4+t =
C -1n(s1 +71 — 71 mod n) mod n, and ui + ux = C - In(s2 +
ro —r2 mod n) mod n. Here, C is a public constant used to



make all elements integer, which is given in [12]. Therefore,
party k can send t; — ur mod n to party 1 and party 1 can
calculate s1/s2 = exp((t1 — u1 + tx — ux mod n)/C).

To prove the security of this protocol, we can divide all
communications involved in the protocol into two categories.
The first category of communications are involved in the se-
cure sum protocol. Based on its security, parties 2,...,k—1
can not infer anything except the final weighted mean re-
sult. The second category of communications are involved
in the secure approximate logarithm protocol. The secu-
rity of that protocol [12] ensures that ti1, ¢k, u1, ur are also
uniformly distributed, therefore party 1 and k can not infer
$1, S2 either.

The communication cost of the secure logarithm is O(log(n)-

t) bits (¢ is the security parameter in [12]), so the total cost
of this protocol is O(log(n) - (t + k)) bits.

3.2 Secure Maximum

Let us first talk about the secure comparison problem.
Assume that party A has integer  and party B has integer
y, secure comparison is to find whether z > y (Yao’s mil-
lionaire problem [20]) without revealing x to party B and y
to party A. Ioannidis and Grama [9] give an efficient pro-
tocol that is particularly suitable for implementation, and
the communication cost is O((logn)?) (n is the size of the
field for values). The details of this protocol will not be pre-
sented here, but we will use this result for our later protocol
in secure maximum computation.

Now there are k parties and each party ¢ has a pairwise
different integer value z; (x; # xz; if ¢ # j). They want to
find the maximum. A simple method is to use secure com-
parison method to let party 1 and party 2 compare x1 and
22, and the winner (the owner of the larger value) then con-
ducts the comparison with party 3. After k—1 comparisons,
the maximum will be known. The problem of this method
is that although each party’s value (except the maximum)
is not revealed to other parties, each party obtains some in-
formation about the relation between his value with another
party’s value, moreover, the winner party is finally revealed.

The following protocol ensures that no other information
will be revealed except the maximum value. This protocol
can be extended to the case in which two or more parties
have equal values by taking into account both parties’ values
and their unique identifications.

Let each party generate a vector with 2k elements. Denote
V' as the vector that party ¢ generates, and V]’(l <j<2k)
as the jth element in V*. Set VJZ =z; (j=1,3,...,2k—1)
and V}' = —z; (j = 2,4,...,2k).

Step 1: party 1 generates a random vector R (2k el-
ements) and a random permutation w. The permutation
m works on the vector of 2k elements by deciding for any
1 < j < k whether the (2j —1)th element and the (2j)th ele-
ment will exchange in the vector after permutation. Hence,
there are 2F possible permutations. By using the homo-
morphic public key system [2] (in which we have E(z) -
E(y) = E(z + y) and E is the public key), each party i
(except party 1) encrypts his own vector V* using his pub-
lic key (denoted as FE;). The encrypted vector is a vec-
tor in which each element is the encrypted, so E;(V?) =
{E;(V]), E;(V3), ..., Ei(Vg,)}. Party i sends E; (V") and E;
to party 1, and party 1 computes E;(R), and E;(V?)-E;(R) =
E;(V+R). Then party 1 uses permutation 7 to get 7(FE; (V' +
R)), and sends it back to party ¢. By using his own private

key, party i can get w(V* 4 R) without knowing 7 and R.
Meanwhile, party 1 computes 7(V* + R). From now on, we
use V' to represent the vector (V' + R).

Step 2: each party ¢ (except party 1) starts a series of se-
cure comparisons with all the other parties (including party
1), in which party i compares Vs;_; (and Vy;) with party j’s

V34 (and VQ/]] ). Here, they use the asymmetric version of
secure comparison, so only party i obtains the comparison
result. Party ¢ uses a vector T to record all comparison re-
sults. He sets Tgij_l =1 if he has a bigger value than party
j does and otherwise ng,l = 0 (similarly to Téj). For two
exceptional elements, he sets T4;_; = T4; = 0.

Step 3: after each party i (except party 1) computes T*,
each of them works with party 1 to find whether he is the
owner of the maximum in the following way. Party 1 gener-
ates a vector T in which Tgij_l =1and Tzi]- =0 (for j # 1),
and Tgii_l = TQZ = 0. Then party 1 uses permutation m on
T to get w(T%). Now party 1 and party i use the commu-
tative encryption scheme (in which we have Ei(E2(u)) =
Eo(Ey(u)) iff u = ') to tell whether n(7%) = n(T%) (all
elements in 7% or T are combined to be a single value for
simplicity). Here they also use the asymmetric version, so
only party ¢ knows the comparison result. If party ¢ finds
7(T%) = w(T"), then he knows that he is the owner of the
maximum. After party 1 completes k — 1 such comparisons
with all the other parties, either there is a party i (i # 1)
who knows that he is the winner or none of them is the win-
ner (which implies that party 1 is the winner, but remember
at this time party 1 has not known it yet).

Step 4: now the winner needs to broadcast his maxi-
mum. This is accomplished by letting all parties conduct
the secure sum computation protocol twice. While in the
second time, the winner does not add his value and just for-
wards the result he receives to the next party. By the end
of the second secure sum computation, if party 1 finds that
the sum is equal to the result obtained from the first sum
computation, he knows that he is the winner and he sends
the result (subtracting his own value from the sum) to the
other parties. Otherwise, if the sum is less than the previ-
ous sum (which implies the winner already skips adding his
value), party 1 just forwards this sum to the other parties.
So all parties get the maximum by subtracting the second
sum result from the first sum result.

THEOREM 1. The four step protocol presented above se-
curely computes the maximum in the semi-honest model.

PRrROOF. We prove the security from each party’s view of
the protocol. Party 1 receives encrypted vectors and public
keys from the other parties in step 1, but it is computa-
tionally hard for him to compute original values. In step 2
and step 3, secure comparison protocols are asymmetric, so
party 1 does not know either relation information between
his value and other values or who is the winner. In step 4,
the secure sum computation protocol ensures that he does
not know who skips adding the value if that happens.

To parties 2,...,k, in step 1, the homomorphic public
key system ensures that they all get (E;(V* + R)) without
knowing 7 and R. In step 2, when a party ¢ (i # 1) compares
his 2j — 1th and 2jth elements with another party j, he
always gets the result in which one value is larger and one
value is smaller because either z; > z; (which implies z; +
r>xj+rand —z;+r < —x;+7r) or &; < z; (which implies
zi+7r <zj+rand —z; +r > —x; +r). However, party



i can not tell whether x; > z; as the (2j — 1)th and (2j)th
elements in the original vector V* may exchange (with 1,/2
possibility) in the vector V', In step 3, T generated by
party 1 is the result vector T if party i is the winner and
Vi is not permuted, thus party i is ensured to know that
he is the winner by finding that 7(T%) = =(T%). In step
4, the secure sum algorithm ensures that even if the party ¢
skips adding his value in the second time’s sum computation,
the next party who receives the result from party 7 can not
notice it. If party 1 is the winner, as the second time’s final
sum result is known to party 1 only, the other parties can
not tell whether the sum they receive has the share of party
1 or not. [

Table 1 shows the communication cost of this protocol in
each step. The total cost is O((logn-k)?) bits for all parties
and is dominated by the cost of step 2. In comparison,
the communication cost of the simplest protocol that needs
k — 1 secure comparisons and reveals relations of values is

O((logn)? - k).

Table 1: Communication Cost of the Secure Maxi-
mum Protocol (unit is the number of bits)

Step Partyl Other Party Total
Step 1 O(logn - k?) O(logn k) O(logn - kz)
Step 2 | O((logn)? - k) | O((logn)? - k) | O((logn - k)?)
Step 3 O(logn - k) O(logn) O(logn - k)
Step 4 O(logn) O(logn) O(logn - k)

4. PRIVACY PRESERVING IN LEARNING
4.1 Q-Learning

Q-learning, as a species of reinforcement learning, is a
popular learning technique in negotiation. The standard Q-
learning formula [4] is

Q(a7 S) = R(37a) + 'YHLa,X(Q(a/v 8/)). (1)

Here, R(s,a) is the immediate reward at state s with action
a, 7 is the discount factor for future rewards, and s’ is the
state resulting from taking action a in state s. The notion of
state represents a state of world (negotiation offers or prim-
itives proposed by two parties from the start of negotiation,
the index of the current round), and the possible action is
to offer, counteroffer, accept and decline.

There are two kinds of values needed for iteratively com-
puting Q values, one is Q values of final states and one is
immediate rewards. In negotiations, Q values of final states
in which the negotiation ends successfully or fails are easy to
define or compute. Immediate rewards can be computed by
some rules like comparing offers in two neighbor states. In
some applications, where immediate rewards are not mean-
ingful, we can set them as 0 and set v to 1, which do not
discount future rewards.

Oren Etzioni et al. [4] present an idea to define an equiva-
lent class over states, which enables the learning to train on
a limited set of observations of the class using a variant of
the averaging step described in [13]. If we denote that s and
s* are in the same equivalence class by s ~ s*, the revised
Q-learning formula is:

Q(a, s) = Averages~s+(R(s*,a) + yrrzgx(Q(a/, ). (2

To find a solution for secure Q-learning, we first make a
distributed algorithm for it. Denote Q;(a, s) as the local Q-
values of party i, and Q(a,s) as the global Q-values. The
formula for computing local Q-values according to (2) is:

Qia,5) = Averages.- (Ri(s", a) + y max(Q(a', ). (3)

Here, R;(s*, a) are obtained from party i’s negotiation records
containing (s*, a) (assume that there are n;(s*, a) such records).
Now, the formula for computing global values becomes:

max{Qi(a,s)} if s is the ending state
Qa,s) = | Ty Qila.s)mi(s*.a)

otherwise
=F  ni(s*,a)

(4)
The computation of local Q-values (3) can be conducted
locally by each party on his own records. The computation
of global Q-values (4) involves two multiparty computations:
multiparty maximum for ending states and weighted mean
for the other states. Based on two secure protocols pre-
sented in section 3, we have the protocol (see algorithm 1)
to conduct secure Q-learning.

Algorithm 1 Secure Q-learning
Require: k (k > 3) parties

1: for each state equivalent class s and action a do
2: if s is the ending state then

3: All parties use the secure maximum protocol to get
Qla, 5).

4:  else

5: Each party computes Qi(a,s) by (3) based on his

local records and previously computed global Q val-

ues Q(a’,s’).

6: All parties use the secure weighted mean protocol
to compute Q(a,s).

7:  end if

8: end for

THEOREM 2. Algorithm 1 is a secure Q-leaning protocol
in the semi-honest model.

PrOOF. All communications in algorithm 1 are involved
either in secure maximum computations or in secure weighted
mean computations. The protocols used in these two mul-
tiparty computations are proved to be secure in the semi-
honest model in section 3. These two protocols do not reveal
any other information except the results they generate. Ac-
tually these results are global Q values that all parties try
to compute, so the whole protocol does not reveal any un-
necessary information. [

If the number of ending states is |si|, and the number of
other states is |s2|. The communication complexity for one
iteration of Q-learning is O((log n-k)?-|s1|+log n-(t+k)-|sz2|).

5. RELATED WORK

Agrawal and Srikant propose a privacy preserving data
mining scheme using Random Data Perturbation [1]. The
idea is adding noise data to the original data set before the
learning process, however this kind of noise data is drawn
from some distribution, which can mitigate the noise im-
pact from learning results. Another approach is using Ran-
domized Responses techniques that were developed in the



statistic community for the purpose of protecting surveyee’s
privacy. Evfimievski et al. propose an approach to conduct
privacy preserving association rules mining based on this
technique [5]. The problem of the randomized responses
techniques is that the parameter used in randomized re-
sponse techniques affects the accuracy of learning results.
The last popular approach to achieve privacy preserv-
ing learning is to use Secure Multiparty Computation tech-
niques. Yao first suggests a general secure two-party func-
tion evaluation technique [21]. Goldreich et al. extend this
to any multiparty function [7, 6]. This generic method is
based on representing each function as a boolean circuit,
and then the parties run a protocol for every gate in the
circuit. However, as Goldreich points in [6], the communi-
cation complexity of this generic method depends on the size
of the circuit that expresses the function to be computed,
and using the solutions derived by this generic method for
special cases of multiparty computation can be impractical.
Therefore, recent research work is focused on developing ef-
ficient techniques for special cases. These include efficient
privacy preserving techniques in secure cooperative statisti-
cal analysis [3], naive bayes classifier [11], association rules
data mining [10, 18], decision tree [12] and clustering [19].

6. CONCLUSION

In this work, we show a scheme to achieve privacy preserv-
ing negotiation learning on the union of distributed negotia-
tion history through secure multiparty computations. As an
example, the detailed solution for secure Q-learning is intro-
duced based on secure weighted mean and secure maximum.
This kind of privacy preserving learning in negotiation is im-
portant and useful because parties can get more reasonable
and accurate knowledge in various negotiation environments
by borrowing experience from other parties (even if environ-
ments are strange to them).

Our future work includes designing secure protocols (with
lower communication complexity) for other learning tech-
niques that are used in negotiation systems, and extending
the current work to resist some degree of collusion and ma-
licious attacks.
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