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Abstract. In key-insulated cryptography, there are many private keys
with di®erent indexes and a single, ¯xed public key. When the trus t
model includes multiple Certi¯cation Authorities (CAs), it can b e used
to shorten the veri¯cation path and mitigate the damage caused by the
compromise of a CA's private key. Existing work requires that the tot al
number of CAs be ¯xed and that a trusted keystore store all private
keys. This paper presents a hierarchical key-insulated signature scheme,
called HKI, which converts existing key-insulated methods to a hierar-
chical scheme. Our scheme allows the system to repeatedly generate a
new private key for a new CA and also provides two important features,
namely a shortened veri¯cation path and mitigated damage. By bas-
ing our approach on a general key-insulated scheme, we have made it
possible to take advantage of any future improvements in computation
complexity, key length, or robustness in current key-insulated m ethods.

1 Introduction

A CA is a trusted third-party organization that issues digital certi¯cates which
are signed messages specifying a name and the corresponding public key. The
role of the CA is to guarantee that an individual granted a unique certi¯cate is
who he or she claims to be. The individual's certi¯cate is signed by the CA's
private key; a veri¯er can verify it by using the CA's public key. In the real
world, a CA is trusted by a subset of people, called thetrust domain of this CA,
instead of by everyone. If a veri¯er and a certi¯cate holder are in di®erent subsets,
the veri¯er cannot verify the certi¯cate issued by a CA who he doesn't trust.
When creating the trust relationships among CAs, the traditional cryptography
requires every CA have its own key pair. This means that a veri¯er must go
through the trust path to verify a certi¯cate issued in a di®erent trust domain
and that the compromise of a CA's private key will a®ect some trust paths.

This paper suggests a solution to this problem,the Hierarchical Key-Insulated
Signature schemecalled HKI. It shortens the veri¯cation path in multiple-CA
models and mitigates the damage caused by the compromise of a CA's private
key. The basis of our scheme isKey-Insulated Signature (KIS) cryptography. In
KIS, there are many private keys with di®erent indexes and a single, ¯xed public
key. This property makes it possible that all the CAs share one public key but
hold their own private keys. The most closely related work in the literature is
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[13]; however, this scheme uses KIS straightforwardly, assuming a ¯xed number
of CAs, and it needs a trusted keystore to store private keys (which must allbe
generated beforehand). Our scheme can achieve the same goal but has none of
these de¯ciencies.

Since there are variants of KIS, such as [6] and [11], we limit ourselves to
general constructions based on KIS so as to make our work independent of
KIS progress. This should ensure that any improvement to the underlying KIS
cryptography will bene¯t our scheme.

Section 2 summarizes existing CA trust models with the traditional cryp-
tography and also surveys related cryptography. Section 3 describes our goal,
presents our hierarchical key-insulated signature scheme with a correctness proof,
and discusses issues related to primes and revocation. Section 4 presents the con-
clusion and future work.

2 Related Work

2.1 CA Trust Models

There are three fundamental categories of CA trust models (the oligarchy model
and the fully connected mesh model can be grouped together as extreme variants
of the anarchy model):

Monopoly model. There is only one CA globally. This single CA is self-
certi¯ed. A veri¯er can use the monopoly CA's public key to verify any user's
certi¯cate. But this is impractical|the number of global users is huge and keeps
increasing. The workload is too heavy for a single CA. Furthermore, in case
the CAs private key is compromised, all the certi¯cates should be revoked and
re-signed.

Anarchy model. There are multiple CAs. Each CA has its own key pair and
is self-certi¯ed. The workload of global certi¯cate issuance is distributed. Any
two CAs can perform cross-certi¯cation 1to create a bilateral trust relationship.
A veri¯cation procedure needs atrust path, also calledveri¯cation path or CA
chain, from a veri¯er to a certi¯cate holder through certain cross-certi¯cations
if they are in di®erent trust domains. The length of the veri¯cation path is
the total of cross-certi¯cations between them. This model eliminates monopoly
pricing, but increases the burden on veri¯ers. The veri¯er needs to verify each
CA's certi¯cate and cross-certi¯cate on the trust path. When a CA's private
key is compromised, only those certi¯cates issued by this CA and those related
cross-certi¯cates need to be revoked. In addition, it introduces another problem:
the existence of a trust path doesn't necessarily imply that the trust relationship
is always transitive.

Hierarchical model. This model organizes CAs hierarchically. Every CA
has its own key pair. The root CA is self-certi¯ed and every subCA's certi¯cate
is signed by its parent CA (each CA has two kinds of users: common users and
subCAs.). The root CA's trust domain is global. A subCA's trust domain is a

1 A cross-certi¯cation is de¯ned in the X.509 speci¯cation [1].
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subdomain of its parent. The workload of global certi¯cate issuance is distributed
to subCAs. The length of the veri¯cation path is the distance from a certi¯cate
holder to the nearest common ancestor of the certi¯cate holder and veri¯er.

In this model the registration of a new CA should be permitted by a higher-
level CA. Each CA self-governs its trust domain and is the supervisor of all
its subdomains. The drawbacks of this model are (1) the increased burden on
veri¯ers; (2) revocation of the certi¯cates of a CA's common users, as well as
those of all its subCAs, when a CA's private key is compromised.

2.2 Related Cryptography

Forward secure public-key cryptography. The ¯rst Forward Secure Signature
(FSS) scheme was designed by Bellare and Miner [3]. Their idea is as follows.
Time is divided into periods: 0; 1; 2; : : : ; T . With a ¯xed public key P K , the
private key evolves every period:SK 0, SK 1, SK 2,..., SK T . The key-evolving
algorithm is a one-way function so that forward security is provided. In period i ,
(0 · i · T), a messageM is signed bySK i . When someone wants to verify the
signature S of M , he inputs hP K; i; S; M i . Following that work, many improve-
ments and similar forward secure schemes have been published (e.g., [2, 10, 14,
15, 12, 5, 4]). However, FSS cannot provide backward security; the cryptographic
algorithms are public, and once an attacker successfully compromisesSK i he
can evolve the key by himself so that he can forge future signatures.

Key-insulated cryptography. A strong key-insulated signature scheme was de-
signed by Dodiset al. [6], which can provide both forward and backward security.
It was improved with forward secure cryptography and provable security by Itkis
and Reyzin [11]. The general idea of KIS is similar to that of FSS|the di®erence
is that KIS uses a physically secure device to store a master keyMK . When a
user needs to update his private key, the device generates a partial secret from
its master key and then sends the partial secret to the user. The user generates
the next private key from the partial secret and his current private key. Thus,
the key update cannot be performed without the interaction of the device. Since
we assume the device is physically secure, the exposure of the current private
key doesn't allow the attacker to derive the private key in any other time period.

Here we give an overview of a general KIS, which is the basis of our proposed
scheme. KIS is a 5-tuple of poly-time algorithms (Gen; Upd¤; Upd; Sign; V rfy ):

{ Gen: the key generation algorithm. Gen(k; t ) ! (P K; MK; SK 0), where k
and t are two security parameters,SK 0 is the private key of period 0.

{ Upd¤: the device key update algorithm. Upd¤(i; j; MK ) ! SK 0
i;j , where i

and j are the time period indexes. This algorithm returns a partial secret
SK 0

i;j which will be sent to the user to update the user's current private key
SK i to SK j .

{ Upd: the user private key update algorithm. Upd(SK i ; SK 0
i;j ) ! SK j . The

user uses the partial secret received from the device and his current private
key of period i to generate a new private key of periodj .
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{ Sign: the signing algorithm. Sign(M; i; SK i ) ! h i; S i . S is the signature. i
indicates the time period in which S is signed.

{ V rfy : the veri¯cation algorithm. V rfy (P K; M; hi; S i ) ! true=false .

3 The Hierarchical Key-Insulated Signature Scheme

While the hierarchy model is the most desirable of its properties, it unfortunately
still has de¯ciencies. Thus, a worthwhile goal is to use recent cryptographic ad-
vances to address weaknesses in the hierarchical model by shortening the veri-
¯cation path and mitigating the damage caused by the compromise of a CA's
private key.

Koga et al. noted that one public key has many matched private keys in
FSS and KIS. Therefore, they suggested two constructions [13] to achieve this
goal based on an interweaving FSS and a plain KIS, respectively. In their con-
structions, all CAs share one ¯xed public key but each CA holds a di®erent
private key. Thus, the veri¯cation path is short (a veri¯er uses the ¯xed public
key to verify certi¯cates issued by any CA) and an attacker cannot derive other
CAs' private keys with a compromised CA's private key. However, their con-
structions require that the number of CAs be ¯xed and that all the private keys
be generated during a system initialization phase. Because of these limitations,
dynamically adding a subCA is impossible in their models. Furthermore, their
constructions are linear, instead of being hierarchical.

Our work focuses on removing these limitations, and allowing the dynamic
addition of a new CA within a hierarchical model while also achieving the overall
goals of shortened veri¯cation path and damage limitation. In contrast to FSS,
KIS supports an unbounded number of periods and a compromised private key
cannot be used to derive any other private key without the help of a device. We
therefore have selected KIS as the basis for our approach. The principal challenge
addressed in this paper is the construction of a hierarchical scheme using KIS,
since each layer may have an unbounded number of CAs and the number of
layers is also unbounded.

3.1 Constructions And Proofs

In the desired hierarchical tree, the size of layer zero is 1; the size of layer one is
N , where N is the size of the set of the natural numbers; the size of layer two
is N ¤ N ; and the size of layeri is N i . It seems that the hierarchical structure
has the size of limN ! + 1

P N
i =0 N i . This number is equal to lim N ! + 1

N N ¡ 1
N ¡ 1 ,

which is close toN N ¡ 1. However, since the total number we can assign in KIS
is N , our design challenge becomes in essence how to map theN private keys toP N

i =0 N i CAs such that no two CAs share the same private key.
Since all CAs share one public key, the length of the veri¯cation path is

always one. Furthermore, in KIS there is only one physically secure device. If
our hierarchy has only one such device, it may be very inconvenient to add new
CAs, since each addition will require use of the same device. Therefore, we give
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each subCA a subdevice. A desired property of these subdevices is that even if a
subCA's private key is compromised and its device captured, an attacker should
not be able to generate any other existing CA's private key.

Our constructions are based on two well-known number theorems:

Theorem 1. The number of primes is in¯nite.

Theorem 2. Every positive integer (greater than 1) is a product of primenum-
bers, and its factorization into primes is unique up to the order of the factors.

We give some de¯nitions that are helpful in explaining our constructions.

De¯nition 1. L = f [x1 ¢x2 ¢ ¢ ¢xn ] : n 2 N and 8i (1 · i · n)x i 2 N g
S

f Ág

L is the union of the set of all lists of natural numbers with f Ág.

De¯nition 2. A CA's position in the hierarchical tree is de¯ned by a [x1 ¢
x2 ¢ ¢ ¢x t ] 2 L . The CA [x 1 ¢x 2 ¢¢¢x t ] is in layer t; its ancestors are f [x1 ¢x2 ¢ ¢ ¢x i ] :
1 · i < t g; it is the x t th child of its father CA [x 1 ¢x 2 ¢¢¢x t ¡ 1 ]. The position of the
root CA is an empty list, denoted byCAÁ.

For instance, the CAs in layer one areCA [1] , CA [2] , . . . , CA [i ], . . . . The subCAs
of CA [i ] are CA [i ¢1] , CA [i ¢2] , . . . , CA [i ¢j ], . . . . Since each CA has its own device,
the devices could be also denoted by the same list of numbers,i.e. Dev[x 1 ¢x 2 ¢¢¢x t ].

De¯nition 3. pi is the ith prime number.

For example, p1 = 2, p2 = 3, p3 = 5, p4 = 7, . . . .

De¯nition 4. $ k is the total of k ¡ bit primes.

In prime number theory there is a well-known quantity ¼(x) that speci¯es the
number of primes less than some integerx. We can derive

$ k = ¼(2k ¡ 1) ¡ ¼(2k ¡ 1 ¡ 1) = ¼(2k ) ¡ ¼(2k ¡ 1) (1)

since 2k and 2k ¡ 1 are not primes (for k > 2).

De¯nition 5. f is de¯ned as f : 8X 2 L ! f (X ) 2 N .

f maps each position in the hierarchy to a unique natural number.

De¯nition 6. Dev is a forward secure device of KIS. First, it is physically
secure, i.e., it is a functional black box, unbreakable but capturable. Second, it
is forward secure, i.e., it is stateful, and at each invocation it outputs a certain
partial secret as a function of the current state and then deletes the old state,
never repeating previous partial secrets.

The device described in [11], which is protected by forward security technique,
can provide these properties.

Now, the remaining work is to (1) create an f and (2) design the matched
Dev to achieve the aforesaid goals .
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Construction I We construct the f function as follows (see Figure 1):

f 1([x1 ¢x2 ¢ ¢ ¢xn ]) =
nY

i =1

p(§ i
j =1 x j ) ¡ i +1 (2)

For instance, f 1([i ]) = pi . This means the CA [i ] (i ¸ 1) holds the pi th private
key of KIS. f 1([i ¢j ]) = pi ¤pi + j ¡ 1. This means theCA [i ¢j ] holds the pi ¤pi + j ¡ 1th
private key of KIS. In this way, each CA is assigned a natural number so that it
holds the corresponding KIS private key. In addition, we de¯ne f 1(Á) = 1. This
means the rootCAÁ holds SK 1.

For example, f 1([4]) = p4 = 7 so that CA [4] holds SK 7, the 7th KIS private
key; f 1([4 ¢2]) = p4 ¤p4+2 ¡ 1 = p4 ¤p5 = 7 ¤11 = 77 so that CA [4¢2] , which is the
2nd child of CA [4] , holds SK 77.

[1]

p1

[2]

p2

[i]

pi

[1 ¢1]

p1p1

[1 ¢2]

p1p2

[i ¢j ¢1]

pi pi + j ¡ 1pi + j ¡ 1

[i ¢j ¢2]

pi pi + j ¡ 1pi + j

[i ¢j ¢k]

pi pi + j ¡ 1pi + j + k¡ 2

Á

1

[1 ¢n]

p1pn

[i ¢1]

pi pi
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Fig. 1. Construction I

Theorem 3. f 1 : L ! N is a one-to-one function, i.e., no two CAs share the
same private key.

Proof. It is obvious that every member in L has a uniquef 1 value in N , i.e.
8[x1 ¢x2 ¢ ¢ ¢xn ] 2 L , there is a unique product

Q n
i =1 p(§ i

j =1 x j ) ¡ i +1 2 N .

Then we prove that every member inN has a uniquef ¡ 1
1 value in L , f ¡ 1

1 :
N ! L . Theorem 2 says that8y 2 N , y ¸ 2, y can be factored uniquely:

y = pb1
a1

¢pb2
a2

¢ ¢ ¢pbn
an

(3)

where n 2 N , a1 < a 2 < ¢ ¢ ¢< a n and bi 2 N (1 · i · n). From (2) we have:

f ¡ 1
1 (y) = [ a1 ¢1 ¢1¢ ¢ ¢1| {z }

b1 ¡ 1

¢(a2 ¡ a1 +1) ¢1 ¢1¢ ¢ ¢1| {z }
b2 ¡ 1

¢ ¢ ¢(an ¡ an ¡ 1 +1) ¢1 ¢1¢ ¢ ¢1| {z }
bn ¡ 1

] (4)

For example, f ¡ 1
1 (189) = f ¡ 1

1 (33 ¤ 7) = f ¡ 1
1 (p3

2 ¤ p4) = [2 ¢1 ¢1 ¢3]. We can see
every y must have a uniquef ¡ 1

1 value since itsf (a1; b1); (a2; b2); : : : ; (an ; bn )g is
unique. In addition, since f 1(Á) = 1, f ¡ 1

1 (1) = Á. ut
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It follows that any node of this tree ( i.e., CA [x 1 ¢x 2 ¢¢¢x n ]) is mapped to a unique
natural number ( i.e., a unique private key of KIS) and that every private key of
KIS (except SK 0) has a unique position in this tree. In this way, we convert the
linear structure of KIS to a hierarchical one. In addition, Theorem 1 guarantees
that this tree could have in¯nite layers and that each node could create unlimited
children as required.

A remaining problem is specifying the function of the devices used in KIS.
Assume every CA has aDev. Dev[x 1 ¢x 2 ¢¢¢x n ] stores three parameters:MK , [x1 ¢
x2 ¢ ¢ ¢xn ], and i , where i indicates how many children this CA has created. At
each invocation,Dev[x 1 ¢x 2 ¢¢¢x n ] does the following:

{ replace i with i + 1.
{ run Upd¤(f 1([x1 ¢x2 ¢ ¢ ¢xn ]); f 1([x1 ¢x2 ¢ ¢ ¢xn ¢i ]); MK ). (The description of

Upd¤ is in Section 2.2.)
{ output a partial secret SK 0

f 1 ([ x 1 ¢x 2 ¢¢¢x n ]) ;f 1 ([ x 1 ¢x 2 ¢¢¢x n ¢i ]) .

CA [x 1 ¢x 2 ¢¢¢x n ] derives SK f [ x 1 ¢x 2 ¢¢¢x n ¢i ] from this partial secret and its private key
SK f [ x 1 ¢x 2 ¢¢¢x n ] and then gives this new private key to its ith child CA [x 1 ¢x 2 ¢¢¢x n ¢i ].
Furthermore, as noted in De¯nition 6, every Dev is both physically secure and
forward secure: it is infeasible to either break it and reconstruct MK or to
invoke it to output a past partial secret. It only outputs the next partial secret,
as intended, sequentially at each invocation.

In brief, this construction allows all the CAs to share one public key so that
the veri¯cation path is shortened, and also allows every CA to create in¯nite
children so that the hierarchy is dynamically scalable. Section 3.2 will discuss
the issue of revocation.

In addition, we also can use GÄodel numbers [9] to constructf :

f G ([x1 ¢x2 ¢ ¢ ¢xn ]) =
nY

i =1

px i
i (5)

This f G can also map any list of numbers to a unique natural number|for
example, f G ([2 ¢3 ¢2]) = p2

1 ¤ p3
2 ¤ p2

3 = 2 2 ¤ 33 ¤ 52 = 2700, but there are
some numbers inN for which we cannot ¯nd corresponding number lists|for
example, those natural numbers whose factors are not consecutive primes, say
33(= 3 ¤ 11 = p2 ¤ p5), we can never ¯nd a list with a matching f G value (here,
33). Thus, while f G would assign every CA a unique KIS private key, not every
private key would be assigned to a CA (that is, some private keys are unused).

Construction II We ¯rst introduce a pseudo random prime generator, which
is embedded in everyDev.

De¯nition 7. P rpg(k) is a pseudo random prime generator. At each invocation,
it generates a randomk ¡ bit prime. It is not feasible either to make it regenerate
any previous random prime or to predict any future prime.
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We construct function f as follows:

f 2([x1 ¢x2 ¢ ¢ ¢xn ]) = f 2([x1 ¢x2 ¢ ¢ ¢xn ¡ 1]) ¢P rpg(k) (6)

where f 2(Á) = 1, 8x1 2 N; f 2([x1]) = P rpg(k), and k could be 1024.
The root CAÁ holds SK 1 of KIS. Its child, CA [i ], holds SK f 2 ([ i ]) . CA [i ¢j ], the

child of CA [i ], holds SK f 2 ([ i ]) ¢P rpg (k ) . Note that f 2 is not a one-to-one function
from L to N . The following Theorem 4 guarantees thatf 2 nonetheless works.

Lemma 1. Let P r 0 be the probability that a new CA is assigned the same private
key as any other existing CA byf 2. When the depth of the hierarchy is not greater
than $ 1024 , P r 0 · 1

$ 1024
.

Proof. In our hierarchy, f 2 guarantees that CAs in di®erent layers never share
the same private key. Therefore, a new CA may only share a private key with
CAs in the same layer.

In the ith layer, when a new CA is being added, letP r 0
i be the probability

that this new CA shares the same private key with any given CA. We can derive

P r 0
1 =

1
$ 1024

; P r 0
2 =

2!
$ 2

1024
¡

1
$ 3

1024
; P r 0

3 =
3!

$ 3
1024

¡
9

$ 4
1024

+
4

$ 5
1024

; : : :

Note that P r 0
i becomes more complicated with increasingi since P rpg(1024)

might choose any $ 1024-bit prime more than once. However, we can ¯nd an
upper bound: P r 0

i · i !
$ i

1024
. The numerator is not greater than i ! since the value

of a product cannot be a®ected by the order of its factors.
Furthermore, 8i , 1 · i · $ 1024 , we have

i !
$ i

1024
·

(i ¡ 1)!

$ i ¡ 1
1024

< ¢ ¢ ¢<
1

$ 1024
(7)

So, we have8i , 1 · i · $ 1024 , P r 0
i · 1

$ 1024
, i.e. P r 0 · 1

$ 1024
. ut

In traditional cryptography with a hierarchical model, each CA has its own
public/private key pair, such as an RSA key pair. A parent vouches for the
private keys of its children. We know that a RSA private key is decided by
its modulus and public key, and that RSA is no less secure if public keys are
always chosen to be the same number (in the real world the default public key
is always 65537 in OpenSSL). Assuming all RSA users use the default number,
it is possible that two of them share the same private key and modulus.

Theorem 4. In the traditional method, let P r be the probability that a new CA
generates a RSA prime couple identical to that in use by another CA. When the
depth of the hierarchy is not greater than$ k , we haveP r 0 < P r .

Proof. Assume the modulus of RSA is 1024-bit so that the two big primes in
RSA are 512 bit each. In our hierarchy, we assumek = 1024.
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Step 1:Compute $ 512 and $ 1024 . (1) suggests that we need to obtain¼(2512),
¼(2511), ¼(21024) and ¼(21023) ¯rst 2. Dusart [7] showed:

x
ln x

(1 +
0:992
ln x

) · ¼(x) ·
x

ln x
(1 +

1:2762
ln x

) (9)

where the lower bound holds forx > 598 and the upper bound holds forx > 1.
The results of using (9) are

2502:5288 · $ 512 · 2502:5323 (10)

21013:5288 · $ 1024 · 21013:5305 (11)

Step 2: In the traditional method, for any existing CA, its two primes could
be identical with the probability of 1

$ 512
and be di®erent with the probability of

$ 512 ¡ 1
$ 512

. So, we have

P r =
1

$ 512
(

1
$ 512

¢
1

$ 512
) +

$ 512 ¡ 1
$ 512

(
1

$ 512
¢

1
$ 512

¢2) =
2

$ 2
512

¡
1

$ 3
512

(12)

From (10) and (12), we can deriveP r > 1
$ 2

512
¸ 1

21005 : 0646 . From (11) and

Lemma 1, we can likewise deriveP r 0 · 1
$ 1024

· 1
21023 : 5288 . So, P r 0 < P r . ut

Thus, any node of this tree is mapped to a natural number byf 2, and this
tree is dynamically scalable. However, it is not the case either that every KIS
private key is assigned to a CA or that every private key is assigned to a unique
CA. Theorem 4 guarantees that the probability that any two CAs share a KIS
private key is less than the probability that any two RSA users share a prime
couple.

To summarize the function of the KIS device, eachDev[x 1 ¢x 2 ¢¢¢x n ] stores three
parameters,MK , [x1 ¢x2 ¢ ¢ ¢xn ] and child counter i , and also embeds aP rpg(k).
At each invocation, Dev[x 1 ¢x 2 ¢¢¢x n ] accomplishes the same steps as in Construction
I, but by calling f 2 instead of f 1.

Construction III We can construct function f using P rpg(k) in another way:

f 3([x1 ¢x2 ¢ ¢ ¢xn ]) = P rpg(1023 + n) (13)

The supporting theorem is as follows:

2 The latest research [16] gives¼(x) =
Rx

2
dx

ln x + O(xe
¡ A (ln x ) 3= 5

(ln ln x ) 1= 5 ) for some constant
A. But generally we can approximate

¼(x) »
x

ln x ¡ 1
(8)

The results of using this formulas are $ 512 » 2502 :5300 and $ 1024 » 21013 :5293 .
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Theorem 5. If each CA is assigned a private key of KIS byf 3, let P r 00be the
probability that a new CA is assigned the same private key as another CA. We
haveP r 00< P r , where P r is the same as in Theorem 4.

Proof. Step 1: It is easy to see that CAs in di®erent layers can never share the
same private key. Let P r 00

i be the probability that a new CA of layer i shares
the same private key with any other CA in the same layer,P r 00

i = 1
$ 1023+ i

.
Step 2: We begin by proving P r 00

i is nonincreasing. If $ k is nondecreasing,
P r 00

i is nonincreasing. Thus, we prove that$ k is nondecreasing, wherek ¸ 1024.

$ k ¸ $ k ¡ 1

(1)
, ¼(2k ) ¡ ¼(2k ¡ 1) ¸ ¼(2k ¡ 1) ¡ ¼(2k ¡ 2)

(8)
,

2k

k ln 2 ¡ 1
¡

2k ¡ 1

(k ¡ 1) ln 2 ¡ 1
¸

2k ¡ 1

(k ¡ 1) ln 2 ¡ 1
¡

2k ¡ 2

(k ¡ 2) ln 2 ¡ 1

,
4

k ln 2 ¡ 1
+

1
(k ¡ 2) ln 2 ¡ 1

¸
3

(k ¡ 1) ln 2 ¡ 1
+

1
(k ¡ 1) ln 2 ¡ 1

(
4

k ln 2 ¡ 1
>

3
(k ¡ 1) ln 2 ¡ 1

, k > 4 +
1

ln 2

So, we have wheni ¸ 1, k ¸ 1024) k > 4+ 1
ln 2 ) $ k ¸ $ k ¡ 1 ) P r 00

i · P r 00
i ¡ 1.

Step 3: We already know that 1
$ 1024

< P r , i.e., P r 00
1 < P r (see the proof of

Theorem 4). So,8i , i > 1, P r 00
i < P r 00

1 < P r , i.e., P r 00< P r . ut

The function and discussion ofDev for Construction III is identical to that
in Construction II.

3.2 Discussion

Primes. Construction I can in¯nitely expand but its actual scalability depends
on how many available primes we have. It requires that the device used gen-
erate the next prime when needed. If the scale of the hierarchy is very large,
recent research shows that Construction I will have trouble. The current world
record3found the largest known value of¼(n): ¼(4 ¤ 1022) which is 783,964,159,
847,056,303,858. Since 4¤1022 = 2 75:0824 , it is computationally challenging that
the device is required to compute the next prime for a 75-bit prime.

Construction II and III cannot in¯nitely expand but we have proved that
the probability that a new CA might share a same private key with an existing
CA is smaller than the probability that two CAs share a same prime couple in
the traditional RSA construction. Judging whether a number is prime can be
done much faster than counting the number of primes less than that number or
generating the next prime. The largest known prime4is 220996011 ¡ 1 which has
6320430 digits. So, generating a larger prime is also a challenge.
3 http://numbers.computation.free.fr/Constants/Primes/countingPrimes.html
4 http://www.utm.edu/research/primes/notes/by_year.html
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Revocation We classify the types of compromises that are possible. Note that
the security proof to KIS is outside the scope of our work.

First, an attacker only compromises a CA's private key. In the traditio nal
hierarchical model, if a CA's private key is compromised, we need to revoke (1)
this compromised private key, (2) all of its subCAs' private keys, and (3) all the
users' certi¯cates issued by this CA and its subCAs. However, in our scheme
since the device is physically secure, the exposure of any CA's private key will
not allow the attacker to derive any other private key. We only revoke (1) this
compromised private key and (2) the common users' certi¯cates signed by this
CA's private key. Its subCAs' private keys are all still valid, as are any user
certi¯cates signed by its subCAs. This CA will be added as a new CA by its
parent and these revoked certi¯cates will be re-signed using its new private key.

Second, the attacker only captures a CA's device. Since the device only gen-
erates partial secrets, the attacker cannot derive any private key. So, we needn't
revoke anything|what we need to do is to give this CA a new device.

Third, the attacker compromises a CA's private key and captures its device.
Since theDev is both physically secure and forward secure, the attacker only can
derive future private keys which haven't been assigned to any existing subCA.
So, the private keys of existing CAs are still secure and valid. We need to revoke
(1) this CA's private key and (2) all the common users' certi¯cates issued by
this CA. This CA will be re-added as a new CA by its parent and will re-issue
these revoked certi¯cates.

If this compromised CA is the root CA, we can re-initialize a HKI scheme for
it and its old childrens' private keys are still safe and valid. If so, wewill have
two HKI systems, i.e., two HKI public keys; therefore, we use another method.
Construction I only has one unused private key,SK 0 (becausef 1(Á) = 1 and
f 1([1]) = p1 = 2). Therefore, the root CA only has one backup private key, which
is SK 0. We could assignSK f 1 ([1]) to the root CA as its initial private key so
that SK f 1 ([ i ]) , i ¸ 2, is the backup ofSK f 1 ([1]) ; then every layer in Construction
I is shifted one-layer lower. Construction II and III have many unused private
keys which could be the backups of the root CA's private key.

Note that in Hierarchical ID-based cryptography[8] if any of those private key
generators is broken, the attacker can generate any private key of its domain.
However, in our constructions if the physically secure device is captured, the
attacker cannot generate any private key without an exposed private key. Even
if he also has an exposed private key, the newly generated private keys are
di®erent from any existing CA's.

4 Conclusion And Future Work

This hierarchical key-insulated signature scheme shortens the veri¯cation path
using the KIS property that many private keys with di®erent indexes share one
¯xed public key; it mitigates the damage of the exposure of a CA's private key
because ourDev is forward secure; and it allows the hierarchy to add new CAs
dynamically and without bound, which is the main problem not addressed by
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existing work on the previous points. In addition, our constructions are built
on a general KIS scheme, allowing improvements in key length, computation
complexity, or robustness for KIS to directly bene¯t our scheme as well.

This paper has focused on providing a functional description based on a new
forward secureDev. The implementation of Dev, in hardware or software, is our
next work. Furthermore, there are several aspects of our scheme that we hope to
improve; for example, Construction II and III have many unused private keys,
and the key length in Construction II grows quickly with increasing depth in
the hierarchy. The scheme does not e®ectively scale. It would be desirable to
come up with a scheme that computes thei -th private key with time complexity
independent of i .
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