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Abstract

Sensomnetworksare playinga more and moreimportant
role in monitoring problemssud as surveillance tradking
moving objects. In-networkprocessinchasbeenshownto
improve scalability, prolong the lifetime of the sensomet-
work and diminish computationaldemands.However, se-
curely queryingpastdata becomes challenge. An unim-
portant eventin the past could becomeinteresting later;
therefore, methoddor secuely placinga queryonthe past
eventin in-network processingshouldbe available This
paperfocuseson the challenges associatedwith securing
guerieson pastdata in a sensornetwork, and proposes
methoddor pastdataaggregation. Two different methods
are proposedfor securingquerieson pastdata; both use
forward secue cryptagraphy and provide forward secue
dataauthentication We compae their securityand perfor
mance andalsocompae themwith previousschemes.

1 Intr oduction

Wirelesssensometworks areusedin mary kinds of ap-
plications,suchasreal-timetraf ¢ analysis,habitatmoni-
toring, andbattle eld reconnaissancen all of thesecases,
a groupof sensomodesworksin a monitoredarea,senses
datafrom the eld, andsendsdatabackto a basestation,
wherethe dataanalysistakes place. The mostimportant
purposeof sensometworksis to answerqueriesaboutthe
statusof the monitoredarea,suchas calculatingtracks of
monitoredobjects temperaturegr enemyactiity. Because
of tight constraintn resourceandcomputationatapacity
of sensonodesmary mechanisméave beendevelopedto
decreaseesourcalemandsindmake sensonetworkswork
longer

In-network processings a promising mechanisnthat
can make sensornetworks more scalable,more versatile
andlong-lived[7, 19, 24, 2€]. In this paradigmspecialsen-
sornodeghatwork asdatapre-processinégcilities,refered
to asaggregators, areintroducedto help consolidatenfor-
mation. The datacollectedby a numberof sensomodes

aresentto an aggreyator, which will locally processhese
dataand sendresultsto a basestation. We call thesesen-
sornodeghe aggreyator'sgroup. Becausesomeof thedata
processingakesplacein aggreatorsandfewer communi-
cationsexchangesare required,this methodcan decrease
the communicatiorcostin sensometworks. In in-network
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Figure 1. Aggregation using in-network pro-
cessing in a wireless sensor network

processingthe basestationonly getsintermediateresults
from aggreyatorsratherthanfrom all theindividual sensor
nodes. This works well if we only careaboutthe current
statusof the monitoredarea. However, if anapplicationis

interestedn apasteventandwantsto reprocessheoriginal

data,it cannotbecausehe basestationdoesnot have those
data;thus, eitheraggreyatorsor sensomodesneedto store
pastdatalocally. Whena queryon pastdatais placed,ag-

gregatorsor sensomnodesshouldsendtheir pastdatato the

basestation.An aggreyatormaynothave enoughstorageo

storethe pastdatareceivedfrom all the sensomodesin its

group.So,storingthe pastdatalocally onindividual sensor
nodesis morefeasible(althoughstoragespacemay still be

quitelimited).

Sensornetworks are more vulnerablethan wired net-
works becauseof the way they are used, resourcecon-
straints,andthe inherentvulnerability of wirelesscommu-
nications. Sometimesensometworks work in hostile en-



vironments suchasbattle elds, that are controlledby en-
emies. Sensomodescan easily be physically capturedby
adwersaries.Node captureis a signi cant challengeto the
securityof sensometworks. If anadwersarycapturesa sen-
sor node, its keys and its communicationsare potentially
exposed.The adwersarymaybe ableto reprogranthe cap-
turedsensonode,or evenclonethecapturedsensonodeto
insertsomemalicioussensonodesnto thesensonetwork.
Eventuallythe adwersarymay be ableto compromisemore
andmore nodesin the sensometwork. Tamperresistance
canbe improved by designingnew hardware; however, a
hardwaretamperresistansolutionis noteconomicalandis
dif cult to implement.Hence a softwaresolutionis prefer
able:bettercommunicatiorprotocolsandsecurityschemes
shouldbe developed.Resilienceagainstnodecaptureis an
importantevaluation metric for security schemessuchas
key managemerdndmessagauthentication.

If sensornodesstore pastdatalocally, the captureof
nodeswould lead to the exposureof local data. The fo-
cusof this paperis not only protectinglocal pastdataeven
if sensomodesare physicallycaptured put alsoproviding
methoddor sensonodeghemselesto accespastdatase-
curely. The protectiondesiredincludespreventing adver
sariesfrom gettinginformationfrom pastdatastoredocally
andpreventingadwersariesrom sendingalsedatato aggre-
gators.

Previousresearchn the securityof sensometworkshas
focusedon authenticatiobetweersensomodes secrekey
establishmento maintainhigh connectvity, andsecuren-
formationaggreyationasmethodgor copingwith falsedata
sentby compromisedsensormodes. Thereis no guaran-
teedsolutionfor protectinglocaldatawhena sensonodeis
physicallycaptured.Przydateket al. [24] brie y describe
usingforward secureauthenticatiorto securelyquerypast
data.This approactonly preventsadwersariegrom altering
pastdata—adersariesstill canreadinformationfrom past
datastoredlocally. Securityfor in-network processindhas
beenexploredby [7], which proposedseveral schemedor
delegatingauthorization establishinga lightweight shared
secretkey, andbuilding a securehierarchicalwirelesssen-
sornetwork; however, it doesnt addressheproblemof how
to protectpastdataif sensonodesarephysicallycaptured.

In this paperwe demonstratéow to useforwardsecure
cryptographyto prevent adwersariesfrom obtaining past
data,andhow to usesecresharingto allow uncompromised
sensomodesaccesgo their own local data. First, forward
securecryptographycanbe usedto periodicallyrefreshse-
cretkeys sothatthepastencrypteddataarestill secureaven
if the currentkey is compromised3]. Becausef thecon-
straintsof computationalcapacity asymmetriccryptogra-
phy is not practicalfor sensometworks [5, 4, 28]. There-
fore, mostexisting key managemenmechanismsisesym-
metriccryptographyBellareandYee[3] have provedthata

forwardsecurekey-evolving symmetricencryptionscheme
canbe constructedrom a standardsymmetricencryption
schemeanda forward-secur@seudo-randorhit generatar
Secondkey escrav systemis usedto safeguarddatarecov-
ery keys[9]. Therehasbeenconsiderableesearctin key
escrav systemssuchas[16]. We proposawo methodaus-
ing secretsharingto escrav theinitial secretkey of every
sensomnode.

Therestof thepaperis organizedasfollow. Section2 de-
nes the problemof pastdatarecovery in sensometworks.
Section3 andSectiord presentwo differentmethodsased
on forward securityfor securepastdatarecovery. Section
5 compareghe securityand performanceof our schemes
with previouskey managemergchemeg sensonetworks.
Section6 discusseselatedwork, andsection7 concludes
this paper

2 Pastdatarecovery

There are three phasesduring the lifetime of our sen-
sornetworks. The rst phasecalledthekey predistritution
phase takesplacebeforethe deploymentof sensomodes,
andfor this we adoptthe methodin [24, 21]. We assume
every nodehasauniqueidenti er. Thebasestationstoresa
mastekey K . A sensonodeN; 'sindividualkey isinitiated
asM ACk (I Dy, ), whereM AC is a securekeyed mes-
sageauthenticatiorcode[2]. In the secondphase called
the delegation of authorizationand shaed key establish-
mentphasethebasestationdistributessharedkeysbetween
aggreyatorsandtheir groupmembernodes. Theseshared
keys, calledaggregationkeys, areusedto maintainintegrity
andprivagy duringaggreation. K 4; s, denoteghe aggre-
gationkey sharedbetweenaggreggatorA; andsensomode
S;. The basestationalso delegatesits authorityto aggre-
gatorswhich will procesglatafrom sensonodesandsend
intermediateaesultsto the basestation. We adoptmethods
proposediy Dengetal. [7] to implementthis phase.The
third phaseconsistsof key refreshment:his is the period
whenall applicationqueriegdake place,andtheaggreation
keys must be periodically refreshedas theseoccur This
paperfocuseson this stepanddemonstratebow to protect
andrecover pastdatastoredlocally on sensomnodes.

After thepairwisekeysareestablishethetweeraggreya-
tors andsensomodes every nodeusesits aggreyationkey
to encryptthe messagesentto its aggreyator Queriescan
be placedon both the currentstatusand the paststatusof
objects—amotedabore, sometimes‘unimportant” or ne-
glectedeventsmay becomeinterestinglater. However, this
meanswe mustconsiderthe problemof protectinglocally
storedpastdataandsecuringthe querieson them.

If every nodestorespastdatain plain text, compromise
of this nodewill leadto the exposureof pastdata. If ev-
ery node storesencryptedpast data locally, this doesnt



strengtherthe securityif thekey is alsostoredlocally. Our

approachis to periodically refreshthe aggreyation keys,

which are usedto encryptpastdataaswell as communi-
cationsbetweemodesandaggreyators sothatthe pasten-

crypteddatawill notbeexposedevenif thenodeis captured
(i.e. if thecurrentkey is compromised).

The forward securekey-evolving symmetricencryption
schemecanbe denotedasfollows|[3],

F S = (F S:key; F S:enc;F S:dec;F S:upd;t):

F S:keyis thefunctionto generatéhe rst symmetricsecret
key. In everyperiodoutof t totaltime periodsanew secret
key is usedfor encryptionand decryption. At the end of

everyperiod,F S:updusesa one-wayfunctionto derive the

next key from the currentkey andin the processoverwrite
the currentkey. F S:enc andF S:decare usedto encrypt
anddecryptmessagewith the currentsecretkey. Thetotal

numberof time periodsis t. The appropriatenterval for

key refreshmenis applicationspeci c.

However, in the schemeasdescribedsofarit is dif cult
for anodeto recover pastdatasinceevery key is destryed
afterit is expired. Whena nodeattemptsto accessts his-
tory data,it needgo know thespeci ¢ key thatwasusedat
the time whenthe datawere encrypted. Becausehe keys
areforward secureijt is theoreticallyimpossibleto restore
previouskeysfrom acurrentkey. Thereforethenodeneeds
to know the rst key, calledthe seedkey, to which it can
thenapply the appropriatenumberof updatedo obtainthe
key thatwasusedto encryptthe desirechistory data.How-
ever, the seedkey can't be storedlocally in the nodebe-
causeof the nodecaptureproblem(the adwersarycanthen
potentiallyusethe seedkey to generateall the secrekeys).
The seedkey cannotbe storeddirectly in the basestation
andaggreyatorsfor a similar reasonsincethe basestation
andaggrayatorsarealsovulnerable[6]. An adwersarycan
isolatea basestationfrom the sensometwork by jamming
the communicationdetweerthe basestationandneighbor
nodesif it discoversthe location of the basestation. The
straightforvard methodof storingthe seedkey is to store
it on atrustedthird party sensomode;however, this sensor
nodemay becomea bottleneckor a centralpoint of failure
in thewhole system.Thus,amoresecureschemavithouta
centralthird partyis required.Every nodes seedkey needs
to be storedin someplacesotherthanitself, aggreyators,
andthe basestation. Secretsharing[25] canbe usedto ac-
complishthis. We proposetwo methods;they usesecret
sharingto divide the seedkey amongseveralsensomodes,
but reconstructt in differentplacesjncludingsensomnodes
and aggreyators. We will discussthemboth and compare
their securityandperformance.

3 Pastdatarecovery method|

This sectiondescribesur rst proposednethodfor past
datarecovery, wherehistory dataaredecryptedon individ-
ual sensomodes.

3.1 Restoringdata on nodes

In thisschemeagroupof nodeswill beselectedo share
one sensomodes seedkey. After deployment,eachnode
can communicatedirectly only with its neighbors. Their
communicationsare encryptedby a pairwise key shared
only betweereachnodeandoneof its directneighborsWe
adoptthe methodintroducedin [29] to establishpairwise
sharedkeys betweemodes. If all the neighborsof a node
arecompromisedthis nodewill beisolatedfrom thesensor
network: eachnodeis uselessvithout the cooperatiorof its
neighbornodes. Thus, we canusea nodes setof neigh-
borsasa placeto storeandsharethe seedkey of this node.
We useShamirs secretsharingmethodin thisschemeOne
nodedividesits seedkey into N, shareandsendghemto
its Nne neighbors.In this schemek of its N,e neighbors
togethercanrestorethe seedkey. Whenthe nodewantsto
restoreits seedkey, it will sendrequestgo all of its neigh-
borsandgetresponsefrom thoseneighborsvho think it is
uncompromise@ndsecure. If the nodegetsmorethank
responsesdt canrestorethe seedkey itself andaccespast
data—otherwisét cant accesgastdatabecauseenough
neighborsthink it hasbeencompromisedasedon its be-
havior. We useS-nodeto denotea sensomodeandA-node
to denoteanaggreyator Thedetailedproceduregreasfol-
low:

3.1.1 Operation of an S-node

Procedure 1 Key sharingandrefreshmenbf anS-node
1: getthenumberof neighbordN e ;
2: K0<—KAS;i «— 0;
3: pick arandomk — 1 degreepolynomialp(x) = ag +
X + i+ g xk! whereag = Ko = Kas;
4: evaluate: D1 = p(1);:::;Di = p(i);:::;Dnpe
P(Nne);

5. sendK s (D) to theith neighbomode;
6: repeat

7. i=i+ L Kj— FSupdKi_;);

8: destr¢g Kij_;

9: until (K is compromisedpr (i = t)

In the beginning, eachsensomodecountsits neighbors
by sendingqueriesandreceving responses.Thenit ran-
domly picks a k — 1 degree polynomial p(x) = ag +
aix + 11+ ag_1x*"1, wherea, is the aggreyation key



Ka;s, ,» which will be divided into shares. If the sensor
nodehasNye neighbors,t will evaluateD;(1 < i < n)
asD(i) = ag+ aji + :::+ ax_;i%"!, andthensendthis
D; encryptedwith K, to theith neighbornode. K, is
the pairwisesharedkey betweenthis S-nodes andits ith
neighbor Becausehe polynomialp(x) is ak — 1 degree
polynomial,k outof N valuesfromD; to D, canrecon-
structthe coefcients of this polynomial. Thus,k neighbor
nodescanreconstructy, whichis K ;s . After thesensor
nodesendoutall thekey sharesit mustevolveits seedkey
Kas, toanew key usingF S:upd, in theprocesoverwrit-
ingKas; -

Then the sensornode sensegdatafrom the monitored
area,encryptsthe datausing the currentaggreyation key,
sendsheencryptediatato its aggrejator, andstoresalocal
backupof this encrypteddata. Becauseof storagelimita-
tions,thesensonodemayonly storea x edvolumeof data
locally, e.g. the pasthour's data. The sensomodealsore-
freshests aggreyationkey periodicallyby usingF S:updto
replacats currentkey with anew one.Eachkey is designed
to beusedfor a particularperiodof time or a x ednumber
of operations.Eachis destroyedwhenthe key for the next
periodis created. The sensomodeonly storesthe current
aggrejationkey locally: thusan adwersarycanonly geta
sensomnodes currentaggreyationkey whenit is captured.

Procedure 2 Key recovery of anS-node
1: sendkey recovery messag¢o all theN . neighbors;
m «— O;
: whilem < k do
wait for responsefrom neighbors;
receveoneresponsem = m + 1;
- endwhile
. recover the seedkey by reconstructinghe polynomial
usingk key sharedrom neighbors;
8: decryptpastdata, encryptthemwith the currentkey,
andsendthemto aggreyator;

Whena sensomnodewantsto accessts pastdata,it will
sendrequestdo all of its neighborsand wait for their re-
sponses. In the response®f neighbornodes,the sensor
nodewill getthekey shareghatit distributedbefore.After
gettingk or more key sharesthe sensomodecanrecon-
structthe polynomialp(x) = ag + a;x + :::+ ag_1xk~!
thatwasusedto sharethe secretkey. Thenay is the seed
aggregationkey of this sensomode. It canbe usedto gen-
eratea properkey correspondingo the correcttime period
for thedesiredpastdata.

3.1.2 Operation of an A-node

An A-node(oraggreyator)alsorefreshests aggrejation
keys with every S-nodein its group. This generates new

Procedure 3 Key refreshmenbf an A-node
1: K0<—KAS;i «— 0;
2: repeat

3 i=i+ 1, Kj «— FSuupdKi_1);

4: destr¢g Kij_;

s: until (K is compromisedpr (i = t)

key that overwritesthe existing one. If the previous keys
were not destred, an adwersarycould decryptpastcom-
municationsif he hasbeeneavesdroppingon the network
traf c beforehe captureghis A-node. In this approachan
A-nodeusesProcedure to refreshall aggreyationkeys for
differentS-nodegeriodically

3.1.3 Operation of an S-nodes Neighbors

Procedure 4 Operationof an S-nodes neighbors
1: receive andstoreseedkey sharefrom the S-node.
2: repeat

3:  waitfor the S-nodesrequesfor akey share
4. if therequesters trustedthen

5: sendbackthekey share

6: endif

7: until therequesters nottrusted

Assumenodem is oneof theneighbomodesof nodej ,
andnodem recevesa key sharedistributedby nodej and
storesit locally. Whennodem recevesa key recoveryre-
guestfrom nodej , it will decidewhetherto sendbackits
key sharebasedon whetherit thinksnodej hasbeencom-
promised.In this way, we canprovide a methodto cut ma-
licious nodesout from the network. How to judgewhether
anodeis compromiseds outsidethe scopeof this work.

3.2 Pastdata authentication

After requestegbastdatahave beendecryptedthey will
be sentby S-nodedo their aggreators. However, if an S-
nodeis compromisedijt cansendsomemeaninglesgalse
datato its aggregatorswithout decryptingthe correctpast
data. In this section,we provide a methodto authenticate
the pastdatasentby S-nodes.Therehasbeenconsiderable
researchsuchas[24], ondetectingalsedatasentfrom sen-
sornetworks. That particularwork focuseson minimizing
thein uence of falsedata;our schemewill focusonhow to
authenticatehe pastdata.

Assumethecurrenttime periodis t;, andthetime period
of the pastdatais tj (j < i). Ky, is thekey usedin time
periodt;. Cy is the encryptedpastdataof timet;. My
is the unencryptegastdataof time t; . Ht? is the MAC of



My, computedwith K¢, by an S-node. The operationsof
sensonodesandaggreyatorsareasfollow.

3.2.1 Operation of an S-node

Procedure 5 Operationof anS-node
1: recevequeryon pastdata,gettheexpectedime period
ti;

: r]econstrucKti by evolving K as ;

: Mtl = DKt (C’[J).

: HS MACKt (My,);

:S- node—> A- node Ex, (Mg ;HP)

a A WN

At time tj;, whenan S-nodesendsdatato an A-node, it
keepsa copy of the encrypteddataCy; . Supposethat at
timet; aqueryis placedon datafrom timet; ; this requires
thatthe S-noderst reconstructhe seedkey K as . It then
evolvesK as to theKy, usedattimet;, andgetsMy; by
decryptingCy, . To establishthe authenticityof My, , the
S- nodecomputesH > by usingKy, , and attachesH S to
My, . Finally, it sendsthe whole messageencryptedWlth
thecurrentkey Ky, toits A-node.

3.2.2 Operation of an A-node

Procedure 6 Operationof anA-node
1: receieEg, (My ;Ht?);
Dif HE # HY then
My, isfalsedata
else
My, is correctdata
. endif

Qg R wh

At time t;, the A-noderecevesC;; anddecryptsit to
My, . After its processingthe A-nodewill deleteboth of
Ci, andMy, . Beforethe A-nodedeletesMy, , it will use
Ky to generateH A , whichwill beusedto authentlcatehe
dataif aqueryon thesedatais placedlater TheMAC My,
is the samefor bothHS andH{. At time t;, the A-node
recevesthepastdatafrom theS- nodeanddecryptsthemes-
sageusingtheir currentshareckey K, to getM;, andH ? .
ComparingHt? and H{j\ , the A-node can make surethat
thesepastdataarethe samedatait receivedattimet; .

3.3 Analysis

3.3.1 Security

If an S-nodeis physically capturedby an adwersaryin the
key refreshmenphasethe currentkey will be exposedto

the adwersary Becausehe sharedkeys are refreshedpe-
riodically andthey areforward securethe adwersarycan't

accesghe pastdatastorediocally, which areencryptedus-
ing previouskeys. However, in orderto accesshe pastdata
itself, an S-nodeescravs its seedkey to its neighbors. If

enoughmeighborof this S-nodearecompromisedthey can
reconstructhis S-Nodes seedkey togethey andthe com-
municationof this S-nodewill beexposed.Thethresholds

decidedvhenthe S-nodeis deployed.

Assumetherearen nodesin the sensometwork, andm
nodeshave beencompromised. The probability that one
neighbornode of N; hasbeencompromiseds &. The
probability thatnodeN; will be compromiseds the prob-
ability thatmorethanN;, of its neighborshave beencom-
promised:

’j(ne ) J i
B &)

i=Ni,

whereN; . isthenumberof neighborf nodeN;, andN;,
is thenumberof key sharesieededo restorethe seedkey.

3.3.2 Performance

Themainadvantagef ourschemas thattheencryptedpast
dataare forward secure. But to accesshe pastdata, we
needto restorethe previous keys from key sharesheld by
neighbornodes. More messagesare neededto complete
this processthan before. This is a signi cant drawback
sincecommunicationgostmary timesmorethancompu-
tationsin termsof enegy [23, 13]. Thereforewe estimate
the numberof messageseededwith querieson historyin
ourschemeandcomparét with thesystenmwithoutqueries
on historyin orderto determinehow muchhigherthe cost
is in our scheme.

For NodeN;, the numberof messageseededo restore
theseedkey from piecesheldby neighborss N;,, + Nj, .,
whereN;, ., is the numberof neighborswho respondto
nodeN;'s request. So, for the samenumberof queries,
theratio representshe increasein messagesising this
method:

Nn — No
No b
_ k@- M+ kM + (N, +Ni,)) 1
P kM
i:l(Nine + Nirep)
M

whereN,, is the numberof messageaeededwith queries
onpastdata,N, is the numberof messageseededvithout
guerieson pastdata, is the percentagef querieswhich
attemptto accesgpastdata,k is the numberof queriesand



M is thenumberof messageseededor onequerywithout
accessingastdata.

For a speci c sensomodeA, the numberof messages
neededor a normalquerycanbe estimatedy its distance
to its aggreyator Assumea messagérom nodeA needgo
go throughx hopsto anaggreyatorB. Thenfor a normal
guery thenumberof messageseededs 2x. Whenaquery
on pastdatahappensA sendsequestdo its neighborsand
getsresponsesAssumat hasy neighborsthen thenumber
of messageransmittedor key recoveryis upto 2y. Thus,
theratio ; representtheincreaseén messagefor nodeN;
usingthis method:

<2 =Y 2)

whereM; is the numberof messageseededor onequery
on nodeN; without accessingpastdata. So, the number
of messagefcreasedy querieson pastdataof onesen-
sor nodeis relatedto the numberof neighborsit has,the
distanceto its aggregator, andthe ratio of querieson past
data.

4 Pastdatarecovery methodl

In methodl, therecoveryof pastdataoccurson S-nodes.
A drawbackof methodl is that S-noderequestdo neigh-
borsdramaticallyincreasehenumberof messagesequired
basedbn the numberof queries.In this section,we present
an alternatemethodthatis designedo reducethe number
of messagesThis methodrecorersdataon A-nodesinstead
of on S-nodes,which will decreasehe numberof mes-
sagesneededand mitigate the computationaldemandson
S-nodesTo do so,A-nodesneedto recovertheappropriate
aggregationkeys to decryptthe pastdata. For simplicity,
we will focushereon the differencebetweermethodl and
methodll.

4.1 Restoringdata on aggregators

In methodll, as queriesinvolving past data are pro-
cessedS-nodessendtheir encryptedpastdatato A-nodes
for processingA-nodesthenrecover seedkeys, reconstruct
the properkeys for the encryptedpastdata, and get the
plaintext pastdatafor further processing.Using the same
secresharingmechanisndescribedn methodl, anA-node
will divide eachseedaggreyationkey sharedvith anS-node
into Npe shareswhereN . is the numberof neighborsof
this A-node. Following are the detailedoperationsof S-
nodesA-nodes,andtheir neighbors.

4.1.1 Operationsof an S-node

Procedure 7 Key refreshmenbf anS-node
1: Ko« Kas ;i « 0;
2: repeat

3 i=i+ 1, Kj «— FSuupdKi_1);

4. destroyKi_;

s: until (K is compromisedpr (i = t)

In this scheme,an S-nodes work is simpler than in
methodl. Whenthe queryis on a currentevent,the S-node
senseshe ernvironment,encryptsheresultingdatawith the
currentkey, sendsthe encrypteddatato its A-node, keeps
anencryptedcopy locally, anddeletesthe oldestpastdata
item. Whenthe queryis on a pastevent, the S-node nds
the desiredencryptedpastdatafrom its local storageand
sendgheciphertet to its A-node.

4.1.2 Operationsof an A-node

Procedure 8 Key sharingandrefreshmenbf an A-node
1 Ko« Kas;;i 0
2: pick arandomk — 1 degreepolynomialp(x) = ag +
ax + 11+ ag_1xk1 whereag = K¢ = Kas;;

3: evaluate: D; = p(1);:::;Di = p(i);:::;Dnpe
P(Nne);

4. sendK ,; (D;) to theith neighbomode;

5: repeat

6: i=i+ 1L Kj—FSupdKi_;);

7. destryKi_;

8: until (K is compromisedpr (i = t)

Procedure 9 Key recoveryin anA-node

. sendkey recovery messag¢eo all theN o neighbors;
2:m«0;

3: whilem < k do

4:  wait for responsefrom neighbors;

5

6

7

[uy

. receveoneresponsem = m+ 1;

- endwhile

. recover the seedkey by reconstructinghe polynomial
with k key sharefrom neighbors;

Assumethis A-nodehasm S-nodesn its groupandN ¢
neighbors. The A-nodehasm differentseedkeys shared
with its groupmembers.lt dividesall of its seedkeys into
Nne sharesandsendghemencryptedwith pairwiseshared
keys K 5 toits neighbors.Thesepairwisesharedkeys are
sharednly betweerthis A-nodea andits neighborsThus,
an A-node's neighborhasm sharesfor m differentkeys,
and only one sharefor ary given seedkey. The A-node
will refreshthe aggreyationkeys anddeletethe local copy
of the seedkeys. Whenthe queryis on a currentevent,the



A-nodedoesnot needto accespastdata. Whena queryis
on a pastevent,the A-nodesendsrequestgo its neighbors
askingfor all the seedkey sharesfeconstructseedkeys,
andevolvesthe secretkeys to the speci ed time periodin
the query After all the S-nodeshave sentthe ciphertet of
pastdatato the A-node,the A-nodedecryptshesepastdata
to answerthe query The secretsharingoperationsandkey
recovery operationsaresimilarto thosein methodl.

4.1.3 Operations of an A-node's neighbor

Procedure 10 Operationof anA-node's neighbor
1: receve andpresereinitial key sharefrom the A-node,
whichis theownerof thekey share.
2: repeat
3:  wait for owner'srequesfor akey share
4. if therequesters trustedthen
5: sendbackthekey share
6
7

endif
until therequesters nottrusted

The A-node's neighborsare in chage of storing key
sharesof all the aggreyationskeys. Whenthey receie a
requestrom the A-node, they will decidewhetherto send
backtheir key sharesasedon their judgemenif whether
their A-node is compromised. The operationsof these
neighborsarethe sameasin methodl.

4.2 Pastdata authentication

In this method,the pastdataare storedencrypted. S-
nodesdo nothing with the pastdata, and just sendthem
to A-nodeswhennecessaryAlthough an S-nodewill not
know the contentof pastdataitself, the problemof how to
authenticat¢he pastdatait sendsstill remains.If anS-node
iscompromisedit cansendsomemeaninglesdatato its A-
nodeinsteadof the real encryptedpastdatastorediocally.
This meaninglesslatawill corruptthecalculatedresults.

4.2.1 Operation of an S-node

Procedure 11 Operationof anS-node
1: recevequeryon pastdata,gettheexpectedime period
tj;
2: S-node— A-node; Ex., (Cy)

An S-nodegetsthetime periodt; of thequery nds the
appropriatgpastdataCy, , encryptghedatawith currentkey
K+, , andsendghemto its A-node.

Procedure 12 Operationof an A-node
1: reconstrucKy, by evolvingK as ;

22 My, = Dk, (Cy);

3: Ht'}eW = HMACKtj (My,);
4 if HP® # H then

5: My, isfalsedata

6: else

7. My, iscorrectdata

8: endif

4.2.2 Operation of an A-node

WhenanA-noderecevesdataCy; attimet;, it will de-
cryptCy; to getMy,. Having My; andKy, attimet —j,
the A-nodecangenerattHMAC H{j* . This canbe usedfor
the authenticationf a queryon pasteventsis placedlater.
Assumethatattimet;(j < i) aqueryonpastdatais placed,
thatthe A-nodehasalreadydeletedthe C;_; andthecorre-
spondingMy, , andthatK ¢, hasatthis pointbeenrefreshed
to K, . The A-nodeasksits neighborgo sendbackthe key
shareghey have andasksall the S-nodego sendtheir data
for timet;. Now the A-nodecaneasilyreconstrucK, by
evolving K as , andcandecryptall the encryptedpastdata
recevedfrom its S-nodes.Becausehe A-node storesone
copy of theHMAC of the pastdata,it canauthenticatehe
pastdatarecevedfrom all the S-nodesttimet;.

4.3 Analysis

4.3.1 Security

Themaindifferencebetweerthesewo methodds in where
pastdatais restored Whenall the pastdataarerestoredon
A-nodes,the seedkeys sharedby an A-nodeandits group
membersare sharedamongthe A-node's neighbors. As a
result,if enoughof theseneighborsarecompromisedthose
seedkeys will be compromised.In methodl, becauseall
the seedkeys are sharedamongeachS-nodes'neighbors,
the compromiseof neighborsof an S-nodewill only com-
promisethe S-nodeitself. Thus,it is clearthatthe security
of methodll is notasrigorousasmethodl. In methodll, an
entiregroupof S-nodesvorking with the sameA-nodecan
be compromisedit the sametime. As a meansof compar
ing thesetwo methodswe canevaluatethe probability of
compromiseof a sensomodegroup. Ohviously, for an A-
node theprobabilityof its keys sharecamongits neighbors
beingcompromiseds
Nene ) N
Nie, M, m 3)
. J n
j=Ni,
It is thesameasfor anS-nodein methodl. If all seedkeys
of an A-nodearecompromisedthe dataof all the S-nodes
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Figure 2. Probability of one group being com-
promised vs. number of compromised nodes

controlledby this A-nodewill be compromisedThus,this
probability is also the probability of one group of sensor
nodesheingcompromisedIin methodl, assuminghereare
no commonnodesbetweemeighborsof two sensomodes
in onegroup,the probability of onegroupof sensomodes
beingcompromiseds
0 1,
YN m | o
e — 1-— A 4)

. J n

j=Ni,

where g is the numberof sensornodesin an A-node's
group. Figure 2 is a comparisorbetweenthesetwo meth-
ods. In Figure 2, we can obsene that the probability of
one group being compromisedwill decreasalramatically
in methodl whenthenumberof sensonodesn eachgroup
increasesHere“r=2, ne=7"meanghatin secretkey shar
ing, thethresholds 2 andthe numberof neighbordgs 7. We
considerthreeexamplecombinationsof thesetwo param-
etersin this paper LDP (Local DataProtection)l denotes
methodl from Section3. LDP Il denotesmethodll from
this section. In methodll, the probability of an A-node's
group beingcompromiseds relatedto the numberof this
A-node'sneighborsnsteadf thenumberof its groupmem-
bers. Thus,whenthe size of an A-node's group of sensor
nodess large,methodl will provide bettersecurity In fact,
in methodl, if all the sensomodesin onegroupsharethe
sameneighborsthenthe probabilitiesof one groupbeing
compromisedn thetwo methodsareequal.

4.3.2 Performance

In this sectionwe comparethe performanceof methodsl

andIl. In methodll, becauseall the S-nodesdon't need
to recover pastdatalocally, they don't needto sendmes-
sagedo their neighbors—onlthe A-nodesneedto do so.
In methodll, querieson pastdataarealwaysdistributedto

agroupof S-nodessimultaneouslyTherefore whenan A-
noderequestsall the seedkeys from its neighbors,it can
combineall therequestdor differentseedkeysinto onere-
guest,anda neighborcanrespondwith only onemessage
thatincludesall the key sharedt has. Assumean A-node
hasN e neighborsandthe sensometwork hasm A-nodes;
thentheratio re ecting theincreasen messagebecause
of querieson pastdatais:

P
imZI(Nine + Nirep ))

k(- M+ k(M + .

b kM

= im:1(Nine + Nirep) << inzl(Nine + Nirep)
M M

Comparedo methodl, the extramessageareonly among
A-nodesandtheirneighborsnpotamongall theS-nodesand
theirneighborsThenumberof A-nodesin asensonetwork
is by designmuchsmallerthanthe total numberof sensor
nodes.Becausef this, the numberof messageseededn
methodll is muchlessthanin methodl.

5 Comparisonwith previous methods

In this section, we comparethe security of our two
schemeswith otherkey distribution methodssuch as the
basic[12], g-compositg5], andrandomsubsetssignment
key predistritution schemeg18]. Fig.3 shows the proba-
bility of onelink beingcompromisedrersusthe numberof
compromisedodes.For the g-compositeandrandomsub-
setassignmenkey predistrilutionapproachesye useakey
ring sizeof 200anda probability of key-setupis 0.33.

FromFigure3, we canobsenethatthehigherthethresh-
old, thelower the probability of alink beingcompromised.
We alsocanobsene thatif a suitablethresholdis selected
(e.g. r=5, ne=7),the securityof our schemeds betterthan
randomsubsetassignment.In this scenariothe probabil-
ity of alink beingcompromisedncreasesnore slowly in
our schemeafter morethan470 nodeshave beencompro-
mised. Both of the methodspresentedn this paperse-
curely retrieve pastdata, an ability not addressedby ary
othermethodto the bestof our knowledge.

Theadwantage®f our schemesreasfollow:

1. distributed history datastorage: In our methods,the
historydataaresecurelystoredocally onsensonodes
insteadof aggreyatorswhich candistributetheburden
of storing.

2. forwardsecurgpastdataqueries:Our methodssupport
forward securepastdataqueries. The datasentby S-
nodesareforward secure.Evenif anadwersarycom-
promisesthe aggreyationkey betweena sensomode
andits aggreyator, it only cangetthe datatransmitted
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duringthe currenttime period. An adwersarycan't ac-
cessthe pastdatastoredon sensomodesor monitorit
from thetraf c.

3. forward securedataauthenticationOur methodsalso
supportforward securedataauthenticationAn adwer-
sary cant male up falsedataeven it hasphysically
captureda sensormode and acquiredthe currentag-
gregationkey. An aggreyatorcanauthenticatehe past
datasentfrom a sensomode.

6 RelatedWork

Previouswork in sensometworksis mainly focusedon
key predistritution, dataaggreyation, and securenetwork
routing. Symmetriccryptographyhasbeenwidely usedand
researchedh sensometworks. Perriget al. [21] present
a securityarchitecturecalled SPINS.Zhu et al. [30] pro-
posea schemefor bootstrappingrust usingone-way hash
chainand TESLA [20]. Basagnietal. [1] discussthe us-
age of rekeying of group keys in sensornetworks. The
basicprobability-basedey predistritution is proposedy
Eschenaueand Gligor [12]. Using this scheme,there
are mary improvementsin key predistritution. Chan et
al. [5] describethreenen schemesncluding g-composite
randomkey distribution, multipathkey reinforcementand
a random-pairwisekey establishmentscheme. Liu and
Ning [18] proposea polynomial-basedkey predistritution
method. Du et al. [11] also proposea pairwisekey pre-
distribution schemefor sensometworks. Zhu etal. [29]
presentEAP, a key managemenprotocolfor sensomet-
works. It divideskeysinto four categories:individual keys,
pairwise keys, clusterkeys, and group keys. Using loca-
tion informationfor sensomodes,Du etal. [10] presenia
key managemenschemewith high connectity. Liu and
Ning [17] also proposea location-basegairwisekey es-

tablishmenfprotocolfor staticsensometworks. Wang[27]
presentarobustkey establishmenprotocolfor sensomnet-
works.

Some enegy efcient collaboratve schemesbetween
nodeshave beenproposedfor sensingand data delivery
[22, 15]. In-network processinghasbeenshowvn to prolong
the lifetime of sensometworks [26, 19]. For the informa-
tion aggrgationin sensornetworks, most previous work
assumesione of the nodesin sensornetworks are being
compromisedsuchas[8, 19]. Hu andEvans[14] discuss
secureinformationaggreationwith onenodebeingcom-
promised. Praydateket al. [24] proposethe aggregation-
commit-pove framework for designingsecureinformation
aggregationprotocolsandprovide several protocolsfor se-
curelycomputingmedianmaximum,andminimumvalues.
Also, they proposeto useforward secureauthenticatiorto
protectpreviousreadings We extendtheirideaof pastdata
authenticatiornin this paper Forwardsecurityin privatekey
cryptographyis addressedy Bellare and Yee[3]. Deng
etal. [7] discussthe problemof security supportfor in-
network processingn sensometworks including methods
for delegation of authority sharedkey establishmentand
commandlissemination.

7 Conclusion

In this paperwe have discussedhe problemof securely
accessingastdatain sensomnetworks. Accessingpastdata
storedin the sensometwork itself can provide a valuable
and ef cient meansfor carrying out nenv querieswithout
prior planning. In this paper we focuson providing meth-
odsfor securelyaccessingastdataevenif sensonodesare
physicallycompromised.We de ne the problem,propose
two methodsbasedon forward secureencryptionand au-
thenticationfor restoringpastdataand authenticatingpast
data,andcomparetheir securityandperformance Method
| restorespastdataon sensomodes,while methodll re-
storesthemon aggrgatornodes.Method| hasbettersecu-
rity thanll, but needsnoremessage restore¢heseedkey
andis thuslessef cient in mostsituations Methodll needs
fewer messagedyut whenmary neighborsof an aggreya-
tor arecompromisedall the aggrayationkeys for this sen-
sor nodesgroup are compromisedit is thusarguablyless
secure Both methodshave forwardsecurity which guaran-
teesthatan adwersarycan't accesgastdataevenif it has
compromisedhe currentkey or hasphysicallycapturedhe
sensomode. Expiration of aggreyationkeys andintrusion
detectiorwill bepartof ourfutureresearch.

References

[1] S.Basagni,H. K, E. Rosti, and D. Bruschi. Securepeb-
blenets.In Proceeding®f MobiHog 2001.



(2]

(3]

(4]

(5]

(6]

(7]

(8]

9]

(10]

(11]

(12]

(13]

(14]

(15]

(16]

(17]

M. Bellare,R. Canetti,andH. Krawczyk. Keying hashfunc-

tionsfor messagauthenticationln Advancen Cryptolagy

- CRYPTO'96, 1996.

M. Bellare and B. Yee. Forward-securityin private-ley

cryptography In Topicsin Cryptolagy - CT-RSA'03, vol-

ume2612.LectureNotesin ComputerScienceM. Joye ed,

SpringefVerlag,2003.

M. Brown, D. Cheung,D. Hanlerson,J. L. Hernandez,
M. Kirkup, and A. Menezes. Pgpin constrainedvireless
devices. In 9th USENIXSecuritySymposiumAugust2000.

H. Chan,A. Perrig,andD. Song. Randomkey predistrilu-

tion schemedor sensometworks. In IEEE Symposiunon

Securityand Privacy, pagesl97-213May 2003.

J. Deng, R. Han, and S. Mishra. Enhancingbasestation
securityin wirelesssensomnetworks. In University of Col-

orado, Departmentof ComputerScienceTednical Report
CU-CS-952-032003.

J. Deng, R. Han, and S. Mishra. Security supportfor in-

network processingn wirelesssensornetworks. In Pro-

ceedingof the 1st ACM WorkshopSecurityof Ad Hoc and

SensoNetworks 2003.

A. DeshpandeS. Nath, P. B. Gibbons, and S. Seshan.
Cache-and-querfor wide areasensordatabases.In SIG-
MOD 2003 2003.

D. K. B. Dorothy E. Denning. A taxonomyfor key escrav
encryptionsystems. In Communication®f the ACM, vol-
ume39,1996.

W. Du, J. Deng, Y. S. Han, S. Chen,andP. Varshng. A
key managemergchemdor wirelesssensonetworksusing
deploymentknowledge. In Proceeding®f the IEEE INFO-
COM'04, March2004.

W. Du, J. Deng,Y. S.Han,andP. K. Varshng. A pairwise
key pre-distritution schemdor wirelesssensonetworks. In
Proceeding®f the 10th ACM Confeenceon Computerand
CommunicatiorSecurity pages42-51,0ctober2003.

L. EschenaueandV. Gligor. A key managemenscheme
for distributed sensometworks. In Proceedingsf the 9th
ACM Confeenceon Computerand CommunicatiorSecu-
rity, 2002.

H. Gupta,S. R. Das,andQ. Gu. Connectedsensorcover:
Self-olganizationof sensometworks for ef cient queryex-
ecution. In Proceedingsof the Fourth ACM international
Symposiunon Mobile Ad Hoc Networkingand Computing
(MobiHoc'03), 2003.

L. Hu andD. Evans. Secureaggreationfor wirelessnet-
works. In Workshopon Securityand Assuancein Ad hoc
Networks 2003.

C. Intanagonwivat, D. Estrin, R. Govindan, and J. Heide-
mann. Impact of network density on dataaggreationin
wirelesssensometworks. In Proceedingof International
Confeence on Distributed Computing SystemqICDCS)
2002.

J. Kim, S. Kim, S. Park, and D. Won. Forward-secure
commericalkey esctav systems. In Tenth IEEE Interna-
tional Workshopson Enabling Technolaies: Infrastructue
for Collaborative Enterprises2001.

D. Liu andP. Ning. Location-basegairwisekey establish-
mentsfor staticsensonetworks. In 2003ACM Workshopon
Securityin Ad Hoc and SensoNetworks(SASNO03), Octo-
ber

[18]

[19]

[20]

[21]

[22]

(23]

[24]

[25]

[26]

[27]

(28]

[29]

[30]

D. Liu andP. Ning. Establishingpairwisekeysin distributed
sensometworks. In Proceedingf the 10th ACM confer
enceon Computerand communicatiorsecurity pagesb2 —
61, October2003.

S. R. Madden, M. J. Franklin, J. M. Hellerstein, and
W. Hong. Tag: atiny aggr@ationservicefor ad-hocsensor
networks. In Proceedingsof the Fifth Annual Symposium
on Opemtion System®esignand Implementatio(OSDI),
2002.

A. Perrig, R. Canetti, J. Tygar and D. Song. Efcient
authenticatiorand signing of multicaststreamsover lossy
channels. In IEEE Symposiunon Securityand Privacy,
2000.

A. Perrig,R. Szavczyk, V. Wen, D. Culler, andJ.D.Tygar
Spins: Securityprotocolsfor sensometworks. In Wreless
NetworksJournal(WINET) SeptembeR002.

D. Petrwiic, R. C. Shah,K. RamchandranandJ. Rabag.
Datafunneling: Routingwith aggrgyationandcompression
for wirelesssensometworks. In IEEE SensoNetworkPro-
tocolsand Applications(SNFA) 2003 2003.

G. J. PottieandW. J. .Kaiser Wirelessintegratednetwork
sensorsCommunicationsfthe ACM, 43:51-58 May 2000.
B. Przydatek,D. Song,andA. Perrig. Sia: Secureinfor-
mation aggr@ation in sensornetworks. In ACM SenSys
November2003.

A. Shamir How to sharea secret. Communication®f the
ACM, 22(11):612—-613Novemberl979.

Y.-C.Tseng,S.-R Kuo, H.-W. Lee,andC.-F. Huang. Loca-
tion trackingin a wirelesssensometwork by mobile agents
and its datafusion stratgies. In Information Processing
in SensorNetworks: Secondnternatinal Workshop,IPSN
2003 2003.

Y. Wang. Rolustkey establishmenin sensometworks. In
SIGMODRecod, March2004.

D. W.CarmanP. s. Kruus,andB. J. Matt. Constraintsand
approachefor distributedsensonetwork security Septem-
ber2000.

S. Zhu, S. Setia,and S. Jajodia. Leap: Ef cient security
mechanismsor large-scaldistributedsensometworks. In
Proceeding®f the 10th ACM Confeenceon Computerand
CommunicatiorSecurity October2003.

S.Zhu,S. Xu, S. Setia,andS. Jajodia.Lhap: A lightweight
hop-by-hopauthenticatiomprotocolfor ad-hocnetworks. In
ICDCS 2003 International Workshopon Mobile and Wre-
lessNetwork(MWN2003) 2003.



