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Abstract

Sensornetworksareplayinga moreandmore important
role in monitoringproblemssuch assurveillance, tracking
moving objects. In-networkprocessinghasbeenshownto
improve scalability, prolong the lifetime of the sensornet-
work and diminishcomputationaldemands.However, se-
curely queryingpastdata becomesa challenge. An unim-
portant event in the past could becomeinteresting later;
therefore, methodsfor securely placinga queryon thepast
event in in-networkprocessingshouldbe available. This
paper focuseson the challengesassociatedwith securing
querieson past data in a sensornetwork, and proposes
methodsfor pastdata aggregation. Two differentmethods
are proposedfor securingquerieson pastdata; both use
forward secure cryptography and provide forward secure
dataauthentication.We compare their securityandperfor-
mance, andalsocompare themwith previousschemes.

1 Intr oduction

Wirelesssensornetworksareusedin many kindsof ap-
plications,suchasreal-timetraf�c analysis,habitatmoni-
toring,andbattle�eld reconnaissance.In all of thesecases,
a groupof sensornodesworks in a monitoredarea,senses
datafrom the �eld, andsendsdatabackto a basestation,
wherethe dataanalysistakes place. The most important
purposeof sensornetworks is to answerqueriesaboutthe
statusof the monitoredarea,suchascalculatingtracksof
monitoredobjects,temperature,or enemyactivity. Because
of tight constraintson resourceandcomputationalcapacity
of sensornodes,many mechanismshavebeendevelopedto
decreaseresourcedemandsandmakesensornetworkswork
longer.

In-network processingis a promising mechanismthat
can make sensornetworks more scalable,more versatile
andlong-lived[7, 19, 24, 26]. In thisparadigm,specialsen-
sornodesthatwork asdatapre-processingfacilities,refered
to asaggregators, areintroducedto helpconsolidateinfor-
mation. The datacollectedby a numberof sensornodes

aresentto an aggregator, which will locally processthese
dataandsendresultsto a basestation. We call thesesen-
sornodestheaggregator'sgroup. Becausesomeof thedata
processingtakesplacein aggregatorsandfewer communi-
cationsexchangesare required,this methodcan decrease
thecommunicationcostin sensornetworks. In in-network
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Figure 1. Aggregation using in-network pro-
cessing in a wireless sensor network

processing,the basestationonly getsintermediateresults
from aggregatorsratherthanfrom all the individual sensor
nodes. This works well if we only careaboutthe current
statusof themonitoredarea.However, if anapplicationis
interestedin apasteventandwantsto reprocesstheoriginal
data,it cannotbecausethebasestationdoesnot have those
data;thus,eitheraggregatorsor sensornodesneedto store
pastdatalocally. Whena queryon pastdatais placed,ag-
gregatorsor sensornodesshouldsendtheir pastdatato the
basestation.An aggregatormaynothaveenoughstorageto
storethepastdatareceivedfrom all thesensornodesin its
group.So,storingthepastdatalocally on individualsensor
nodesis morefeasible(althoughstoragespacemaystill be
quitelimited).

Sensornetworks are more vulnerablethan wired net-
works becauseof the way they are used, resourcecon-
straints,andthe inherentvulnerabilityof wirelesscommu-
nications. Sometimessensornetworks work in hostileen-



vironments,suchasbattle�elds, that arecontrolledby en-
emies. Sensornodescaneasilybe physicallycapturedby
adversaries.Nodecaptureis a signi�cant challengeto the
securityof sensornetworks. If anadversarycapturesa sen-
sor node, its keys and its communicationsare potentially
exposed.Theadversarymaybeableto reprogramthecap-
turedsensornode,or evenclonethecapturedsensornodeto
insertsomemalicioussensornodesinto thesensornetwork.
Eventuallytheadversarymaybeableto compromisemore
andmorenodesin the sensornetwork. Tamper-resistance
canbe improved by designingnew hardware; however, a
hardwaretamper-resistantsolutionis noteconomical,andis
dif�cult to implement.Hence,asoftwaresolutionis prefer-
able:bettercommunicationprotocolsandsecurityschemes
shouldbedeveloped.Resilienceagainstnodecaptureis an
importantevaluationmetric for securityschemessuchas
key managementandmessageauthentication.

If sensornodesstore pastdata locally, the captureof
nodeswould lead to the exposureof local data. The fo-
cusof this paperis not only protectinglocal pastdataeven
if sensornodesarephysicallycaptured,but alsoproviding
methodsfor sensornodesthemselvesto accesspastdatase-
curely. The protectiondesiredincludespreventingadver-
sariesfrom gettinginformationfrom pastdatastoredlocally
andpreventingadversariesfrom sendingfalsedatato aggre-
gators.

Previousresearchin thesecurityof sensornetworkshas
focusedonauthenticationbetweensensornodes,secretkey
establishmentto maintainhigh connectivity, andsecurein-
formationaggregationasmethodsfor copingwith falsedata
sentby compromisedsensornodes. There is no guaran-
teedsolutionfor protectinglocaldatawhenasensornodeis
physicallycaptured.Przydateket al. [24] brie�y describe
usingforwardsecureauthenticationto securelyquerypast
data.Thisapproachonly preventsadversariesfrom altering
pastdata—adversariesstill canreadinformationfrom past
datastoredlocally. Securityfor in-network processinghas
beenexploredby [7], which proposedseveralschemesfor
delegatingauthorization,establishinga lightweight shared
secretkey, andbuilding a securehierarchicalwirelesssen-
sornetwork; however, it doesn't addresstheproblemof how
to protectpastdataif sensornodesarephysicallycaptured.

In this paper, wedemonstratehow to useforwardsecure
cryptographyto prevent adversariesfrom obtaining past
data,andhow to usesecretsharingto allow uncompromised
sensornodesaccessto their own local data. First, forward
securecryptographycanbeusedto periodicallyrefreshse-
cretkeyssothatthepastencrypteddataarestill secureeven
if thecurrentkey is compromised[3]. Becauseof thecon-
straintsof computationalcapacity, asymmetriccryptogra-
phy is not practicalfor sensornetworks [5, 4, 28]. There-
fore, mostexisting key managementmechanismsusesym-
metriccryptography. BellareandYee[3] haveprovedthata

forwardsecurekey-evolving symmetricencryptionscheme
canbe constructedfrom a standardsymmetricencryption
schemeanda forward-securepseudo-randombit generator.
Second,key escrow systemis usedto safeguarddatarecov-
ery keys [9]. Therehasbeenconsiderableresearchin key
escrow systems,suchas[16]. We proposetwo methodsus-
ing secretsharingto escrow the initial secretkey of every
sensornode.

Therestof thepaperisorganizedasfollow. Section2 de-
�nes theproblemof pastdatarecovery in sensornetworks.
Section3 andSection4 presenttwo differentmethodsbased
on forward securityfor securepastdatarecovery. Section
5 comparesthe securityandperformanceof our schemes
with previouskey managementschemesin sensornetworks.
Section6 discussesrelatedwork, andsection7 concludes
this paper.

2 Past data recovery

Thereare threephasesduring the lifetime of our sen-
sornetworks.The�rst phase,calledthekey predistribution
phase,takesplacebeforethe deploymentof sensornodes,
andfor this we adoptthe methodin [24, 21]. We assume
everynodehasauniqueidenti�er. Thebasestationstoresa
masterkey K . A sensornodeN i 'sindividualkey is initiated
as M ACK (I DN i ), whereM AC is a securekeyed mes-
sageauthenticationcode[2]. In the secondphase,called
the delegation of authorizationand shared key establish-
mentphase,thebasestationdistributessharedkeysbetween
aggregatorsandtheir groupmembernodes. Theseshared
keys,calledaggregationkeys, areusedto maintainintegrity
andprivacy duringaggregation. K A i Sj denotestheaggre-
gationkey sharedbetweenaggregatorA i andsensornode
Sj . The basestationalsodelegatesits authorityto aggre-
gators,whichwill processdatafrom sensornodesandsend
intermediateresultsto thebasestation.We adoptmethods
proposedby Denget al. [7] to implementthis phase.The
third phaseconsistsof key refreshment:this is the period
whenall applicationqueriestakeplace,andtheaggregation
keys must be periodically refreshedas theseoccur. This
paperfocuseson this stepanddemonstrateshow to protect
andrecoverpastdatastoredlocally onsensornodes.

After thepairwisekeysareestablishedbetweenaggrega-
torsandsensornodes,every nodeusesits aggregationkey
to encryptthemessagessentto its aggregator. Queriescan
be placedon both the currentstatusandthe paststatusof
objects—asnotedabove, sometimes“unimportant” or ne-
glectedeventsmaybecomeinterestinglater. However, this
meanswe mustconsidertheproblemof protectinglocally
storedpastdataandsecuringthequerieson them.

If every nodestorespastdatain plain text, compromise
of this nodewill leadto the exposureof pastdata. If ev-
ery node storesencryptedpast data locally, this doesn't



strengthenthesecurityif thekey is alsostoredlocally. Our
approachis to periodically refreshthe aggregation keys,
which are usedto encryptpastdataaswell as communi-
cationsbetweennodesandaggregators,sothatthepasten-
crypteddatawill notbeexposedevenif thenodeis captured
(i.e. if thecurrentkey is compromised).

The forwardsecurekey-evolving symmetricencryption
schemecanbedenotedasfollows [3],

F S = (F S:key; F S:enc;F S:dec;F S:upd;t):

F S:key is thefunctionto generatethe�rst symmetricsecret
key. In everyperiodoutof t total timeperiods,anew secret
key is usedfor encryptionanddecryption. At the endof
everyperiod,F S:updusesaone-wayfunctionto derivethe
next key from thecurrentkey andin theprocessoverwrite
the currentkey. F S:enc andF S:decareusedto encrypt
anddecryptmessageswith thecurrentsecretkey. Thetotal
numberof time periodsis t. The appropriateinterval for
key refreshmentis applicationspeci�c.

However, in theschemeasdescribedsofar it is dif�cult
for a nodeto recoverpastdatasinceeverykey is destroyed
after it is expired. Whena nodeattemptsto accessits his-
tory data,it needsto know thespeci�c key thatwasusedat
the time whenthe datawereencrypted.Becausethe keys
areforwardsecure,it is theoreticallyimpossibleto restore
previouskeysfrom acurrentkey. Therefore,thenodeneeds
to know the �rst key, called the seedkey, to which it can
thenapply theappropriatenumberof updatesto obtainthe
key thatwasusedto encryptthedesiredhistorydata.How-
ever, the seedkey can't be storedlocally in the nodebe-
causeof thenodecaptureproblem(theadversarycanthen
potentiallyusetheseedkey to generateall thesecretkeys).
The seedkey cannotbe storeddirectly in the basestation
andaggregatorsfor a similar reason,sincethebasestation
andaggregatorsarealsovulnerable[6]. An adversarycan
isolatea basestationfrom thesensornetwork by jamming
thecommunicationsbetweenthebasestationandneighbor
nodesif it discoversthe locationof the basestation. The
straightforward methodof storingthe seedkey is to store
it on a trustedthird partysensornode;however, this sensor
nodemaybecomea bottleneckor a centralpoint of failure
in thewholesystem.Thus,amoresecureschemewithouta
centralthird partyis required.Everynode'sseedkey needs
to be storedin someplacesother than itself, aggregators,
andthebasestation.Secretsharing[25] canbeusedto ac-
complishthis. We proposetwo methods;they usesecret
sharingto divide theseedkey amongseveralsensornodes,
but reconstructit in differentplaces,includingsensornodes
andaggregators. We will discussthemboth andcompare
their securityandperformance.

3 Past data recovery method I

Thissectiondescribesour �rst proposedmethodfor past
datarecovery, wherehistorydataaredecryptedon individ-
ual sensornodes.

3.1 Restoringdata on nodes

In thisscheme,agroupof nodeswill beselectedto share
onesensornode's seedkey. After deployment,eachnode
can communicatedirectly only with its neighbors. Their
communicationsare encryptedby a pairwise key shared
only betweeneachnodeandoneof its directneighbors.We
adoptthe methodintroducedin [29] to establishpairwise
sharedkeys betweennodes.If all the neighborsof a node
arecompromised,thisnodewill beisolatedfrom thesensor
network: eachnodeis uselesswithout thecooperationof its
neighbornodes. Thus,we canusea node's setof neigh-
borsasa placeto storeandsharetheseedkey of this node.
WeuseShamir'ssecretsharingmethodin thisscheme.One
nodedividesits seedkey into Nne sharesandsendsthemto
its Nne neighbors.In this scheme,k of its Nne neighbors
togethercanrestoretheseedkey. Whenthenodewantsto
restoreits seedkey, it will sendrequeststo all of its neigh-
borsandgetresponsesfrom thoseneighborswho think it is
uncompromisedandsecure.If the nodegetsmorethank
responses,it canrestoretheseedkey itself andaccesspast
data—otherwiseit can't accesspastdatabecauseenough
neighborsthink it hasbeencompromisedbasedon its be-
havior. We useS-nodeto denotea sensornodeandA-node
to denoteanaggregator. Thedetailedproceduresareasfol-
low:

3.1.1 Operation of an S-node

Procedure1 Key sharingandrefreshmentof anS-node
1: getthenumberof neighborsNne ;
2: K 0 ← K AS ; i ← 0;
3: pick a randomk − 1 degreepolynomialp(x) = a0 +

a1x + : : : + ak−1xk−1 wherea0 = K 0 = K AS ;
4: evaluate: D1 = p(1); : : : ; D i = p(i ); : : : ; DN ne =

p(Nne );
5: sendK s;i (D i ) to thei th neighbornode;
6: repeat
7: i = i + 1; K i ← F S:upd(K i−1);
8: destroy K i−1

9: until (K i is compromised)or (i = t)

In thebeginning,eachsensornodecountsits neighbors
by sendingqueriesand receiving responses.Then it ran-
domly picks a k − 1 degree polynomial p(x) = a0 +
a1x + : : : + ak−1xk−1, wherea0 is the aggregationkey



K A i Sj , which will be divided into shares. If the sensor
nodehasNne neighbors,it will evaluateD i (1 ≤ i ≤ n)
asD(i ) = a0 + a1i + : : : + ak−1i k−1, andthensendthis
D i encryptedwith K s;i to the i th neighbornode. K s;i is
the pairwisesharedkey betweenthis S-nodes and its i th
neighbor. Becausethe polynomialp(x) is a k − 1 degree
polynomial,k outof Nne valuesfrom D1 to Dn canrecon-
structthecoef�cients of this polynomial.Thus,k neighbor
nodescanreconstructa0, which is K A i Sj . After thesensor
nodesendsoutall thekey shares,it mustevolveits seedkey
K A i Sj to anew key usingF S:upd, in theprocessoverwrit-
ing K A i Sj .

Then the sensornodesensesdata from the monitored
area,encryptsthe datausing the currentaggregationkey,
sendstheencrypteddatato its aggregator, andstoresa local
backupof this encrypteddata. Becauseof storagelimita-
tions,thesensornodemayonly storea�x edvolumeof data
locally, e.g. thepasthour's data. The sensornodealsore-
freshesits aggregationkey periodicallyby usingF S:updto
replaceits currentkey with anew one.Eachkey is designed
to beusedfor a particularperiodof time or a �x ednumber
of operations.Eachis destroyedwhenthekey for thenext
periodis created.The sensornodeonly storesthe current
aggregationkey locally: thusan adversarycanonly get a
sensornode'scurrentaggregationkey whenit is captured.

Procedure2 Key recoveryof anS-node
1: sendkey recoverymessageto all theNne neighbors;
2: m ← 0;
3: while m < k do
4: wait for responsesfrom neighbors;
5: receiveoneresponse;m = m + 1;
6: endwhile
7: recover theseedkey by reconstructingthepolynomial

usingk key sharesfrom neighbors;
8: decryptpastdata,encrypt them with the currentkey,

andsendthemto aggregator;

Whena sensornodewantsto accessits pastdata,it will
sendrequeststo all of its neighborsandwait for their re-
sponses. In the responsesof neighbornodes,the sensor
nodewill getthekey sharesthatit distributedbefore.After
gettingk or more key shares,the sensornodecan recon-
structthepolynomialp(x) = a0 + a1x + : : : + ak−1xk−1

that wasusedto sharethe secretkey. Thena0 is the seed
aggregationkey of this sensornode.It canbeusedto gen-
eratea properkey correspondingto thecorrecttime period
for thedesiredpastdata.

3.1.2 Operation of an A-node

An A-node(oraggregator)alsorefreshesits aggregation
keys with every S-nodein its group. This generatesa new

Procedure3 Key refreshmentof anA-node
1: K 0 ← K AS ; i ← 0;
2: repeat
3: i = i + 1; K i ← F S:upd(K i−1);
4: destroy K i−1

5: until (K i is compromised)or (i = t)

key that overwritesthe existing one. If the previous keys
werenot destroyed, an adversarycould decryptpastcom-
municationsif he hasbeeneavesdroppingon the network
traf�c beforehecapturesthis A-node. In this approach,an
A-nodeusesProcedure3 to refreshall aggregationkeys for
differentS-nodesperiodically.

3.1.3 Operation of an S-node'sNeighbors

Procedure4 Operationof anS-node'sneighbors
1: receiveandstoreseedkey sharefrom theS-node.
2: repeat
3: wait for theS-node'srequestfor a key share
4: if therequesteris trustedthen
5: sendbackthekey share
6: end if
7: until therequesteris not trusted

Assumenodem is oneof theneighbornodesof nodej ,
andnodem receivesa key sharedistributedby nodej and
storesit locally. Whennodem receivesa key recovery re-
questfrom nodej , it will decidewhetherto sendbackits
key sharebasedon whetherit thinksnodej hasbeencom-
promised.In this way, we canprovidea methodto cut ma-
licious nodesout from thenetwork. How to judgewhether
anodeis compromisedis outsidethescopeof this work.

3.2 Past data authentication

After requestedpastdatahavebeendecrypted,they will
besentby S-nodesto their aggregators.However, if an S-
nodeis compromised,it cansendsomemeaninglessfalse
datato its aggregatorswithout decryptingthe correctpast
data. In this section,we provide a methodto authenticate
thepastdatasentby S-nodes.Therehasbeenconsiderable
research,suchas[24], ondetectingfalsedatasentfrom sen-
sornetworks. Thatparticularwork focuseson minimizing
thein�uence of falsedata;ourschemewill focusonhow to
authenticatethepastdata.

Assumethecurrenttimeperiodis t i , andthetimeperiod
of the pastdatais t j (j < i ). K t i is the key usedin time
period t i . Ct j is the encryptedpastdataof time t j . M t j

is theunencryptedpastdataof time t j . H S
t j

is theMAC of



M t j computedwith K t j by an S-node.The operationsof
sensornodesandaggregatorsareasfollow.

3.2.1 Operation of an S-node

Procedure5 Operationof anS-node
1: receivequeryonpastdata,gettheexpectedtimeperiod

t j ;
2: reconstructK t j by evolving K AS ;
3: M t j = DK t j

(Ct j );

4: H S
t j

= M ACK t j
(M t j );

5: S-node−→ A-node: EK t i
(M t j ; H S

t j
)

At time t j , whenanS-nodesendsdatato anA-node,it
keepsa copy of the encrypteddataCt j . Supposethat at
time t i a queryis placedon datafrom time t j ; this requires
that theS-node�rst reconstructtheseedkey K AS . It then
evolvesK AS to the K t j usedat time t j , andgetsM t j by
decryptingCt j . To establishthe authenticityof M t j , the
S-nodecomputesH S

t j
by using K t j , and attachesH S

t j
to

M t j . Finally, it sendsthe whole messageencryptedwith
thecurrentkey K t i to its A-node.

3.2.2 Operation of an A-node

Procedure6 Operationof anA-node

1: receiveEK t i
(M t j ; H S

t j
);

2: if H S
t j
6= H A

t j
then

3: M t j is falsedata
4: else
5: M t j is correctdata
6: end if

At time t j , the A-nodereceivesCt j anddecryptsit to
M t j . After its processing,the A-nodewill deleteboth of
Ct j andM t j . Before the A-nodedeletesM t j , it will use
K t j to generateH A

t j
, whichwill beusedto authenticatethe

dataif a queryon thesedatais placedlater. TheMAC M t j

is the samefor both H S
t j

andH A
t j

. At time t i , the A-node
receivesthepastdatafromtheS-nodeanddecryptsthemes-
sageusingtheircurrentsharedkey K t i to getM t j andH S

t j
.

ComparingH S
t j

and H A
t j

, the A-node can make surethat
thesepastdataarethesamedatait receivedat time t j .

3.3 Analysis

3.3.1 Security

If an S-nodeis physicallycapturedby an adversaryin the
key refreshmentphase,the currentkey will be exposedto

the adversary. Becausethe sharedkeys are refreshedpe-
riodically andthey areforwardsecure,theadversarycan't
accessthepastdatastoredlocally, which areencryptedus-
ing previouskeys. However, in orderto accessthepastdata
itself, an S-nodeescrows its seedkey to its neighbors. If
enoughneighborsof thisS-nodearecompromised,they can
reconstructthis S-Node's seedkey together, andthe com-
municationof thisS-nodewill beexposed.Thethresholdis
decidedwhentheS-nodeis deployed.

Assumetherearen nodesin thesensornetwork, andm
nodeshave beencompromised.The probability that one
neighbornodeof N i hasbeencompromisedis m

n . The
probability thatnodeN i will be compromisedis theprob-
ability thatmorethanN i r of its neighborshave beencom-
promised:

N i neX

j =N i r

�
N i ne

j

� � m
n

� j �
1−

m
n

� N i ne −j
(1)

whereN i ne is thenumberof neighborsof nodeN i , andN i r

is thenumberof key sharesneededto restoretheseedkey.

3.3.2 Performance

Themainadvantageof ourschemeis thattheencryptedpast
dataare forward secure. But to accessthe pastdata,we
needto restorethe previous keys from key sharesheld by
neighbornodes. More messagesare neededto complete
this processthan before. This is a signi�cant drawback
sincecommunicationscostmany timesmorethancompu-
tationsin termsof energy [23, 13]. Therefore,we estimate
thenumberof messagesneededwith querieson history in
ourscheme,andcompareit with thesystemwithoutqueries
on history in orderto determinehow muchhigherthecost
is in our scheme.

For NodeN i , thenumberof messagesneededto restore
theseedkey from piecesheldby neighborsis N i ne + N i r ep ,
whereN i r ep is the numberof neighborswho respondto
nodeN i 's request. So, for the samenumberof queries,
the ratio � representsthe increasein messagesusing this
method:

� =
Nn − No

No

=
k(1− � )M + �k (M +

P n
i =1

(N i ne + N i r ep ))
kM

− 1

=

P n
i =1

(N i ne + N i r ep )
M

�

whereNn is the numberof messagesneededwith queries
onpastdata,No is thenumberof messagesneededwithout
querieson pastdata,� is the percentageof querieswhich
attemptto accesspastdata,k is thenumberof queries,and



M is thenumberof messagesneededfor onequerywithout
accessingpastdata.

For a speci�c sensornodeA, the numberof messages
neededfor a normalquerycanbeestimatedby its distance
to its aggregator. Assumea messagefrom nodeA needsto
go throughx hopsto an aggregatorB . Thenfor a normal
query, thenumberof messagesneededis 2x. Whenaquery
onpastdatahappens,A sendsrequeststo its neighborsand
getsresponses.Assumeit hasy neighbors;then,thenumber
of messagestransmittedfor key recovery is up to 2y. Thus,
theratio � i representstheincreasein messagesfor nodeN i

usingthis method:

� i =
N i ne + N i r ep

M i
� <

2y
2x

� =
y
x

� (2)

whereM i is thenumberof messagesneededfor onequery
on nodeN i without accessingpastdata. So, the number
of messagesincreasedby querieson pastdataof onesen-
sor nodeis relatedto the numberof neighborsit has,the
distanceto its aggregator, andthe ratio of querieson past
data.

4 Past data recovery method II

In methodI, therecoveryof pastdataoccursonS-nodes.
A drawbackof methodI is that S-noderequeststo neigh-
borsdramaticallyincreasethenumberof messagesrequired
basedon thenumberof queries.In this section,we present
an alternatemethodthat is designedto reducethe number
of messages.ThismethodrecoversdataonA-nodesinstead
of on S-nodes,which will decreasethe numberof mes-
sagesneededandmitigate the computationaldemandson
S-nodes.To doso,A-nodesneedto recovertheappropriate
aggregationkeys to decryptthe pastdata. For simplicity,
we will focushereon thedifferencebetweenmethodI and
methodII.

4.1 Restoringdata on aggregators

In methodII, as queriesinvolving past data are pro-
cessed,S-nodessendtheir encryptedpastdatato A-nodes
for processing.A-nodesthenrecoverseedkeys,reconstruct
the proper keys for the encryptedpast data, and get the
plaintext pastdatafor further processing.Using the same
secretsharingmechanismdescribedin methodI, anA-node
will divideeachseedaggregationkey sharedwith anS-node
into Nne shares,whereNne is thenumberof neighborsof
this A-node. Following are the detailedoperationsof S-
nodes,A-nodes,andtheir neighbors.

4.1.1 Operationsof an S-node

Procedure7 Key refreshmentof anS-node
1: K 0 ← K AS ; i ← 0;
2: repeat
3: i = i + 1; K i ← F S:upd(K i−1);
4: destroy K i−1

5: until (K i is compromised)or (i = t)

In this scheme,an S-node's work is simpler than in
methodI. Whenthequeryis on a currentevent,theS-node
sensestheenvironment,encryptstheresultingdatawith the
currentkey, sendsthe encrypteddatato its A-node,keeps
an encryptedcopy locally, anddeletestheoldestpastdata
item. Whenthe queryis on a pastevent, the S-node�nds
the desiredencryptedpastdatafrom its local storageand
sendstheciphertext to its A-node.

4.1.2 Operationsof an A-node

Procedure8 Key sharingandrefreshmentof anA-node
1: K 0 ← K AS j ; i ← 0;
2: pick a randomk − 1 degreepolynomialp(x) = a0 +

a1x + : : : + ak−1xk−1 wherea0 = K 0 = K AS j ;
3: evaluate: D1 = p(1); : : : ; D i = p(i ); : : : ; DN ne =

p(Nne );
4: sendK a;i (D i ) to thei th neighbornode;
5: repeat
6: i = i + 1; K i ← F S:upd(K i−1);
7: destroy K i−1

8: until (K i is compromised)or (i = t)

Procedure9 Key recovery in anA-node
1: sendkey recoverymessageto all theNne neighbors;
2: m ← 0;
3: while m < k do
4: wait for responsesfrom neighbors;
5: receiveoneresponse;m = m + 1;
6: endwhile
7: recover theseedkey by reconstructingthepolynomial

with k key sharesfrom neighbors;

AssumethisA-nodehasm S-nodesin its groupandNne

neighbors. The A-nodehasm differentseedkeys shared
with its groupmembers.It dividesall of its seedkeys into
Nne shares,andsendsthemencryptedwith pairwiseshared
keys K a;i to its neighbors.Thesepairwisesharedkeys are
sharedonly betweenthisA-nodea andits neighbors.Thus,
an A-node's neighborhasm sharesfor m different keys,
and only one sharefor any given seedkey. The A-node
will refreshtheaggregationkeys anddeletethe local copy
of theseedkeys. Whenthequeryis on a currentevent,the



A-nodedoesnot needto accesspastdata.Whena queryis
on a pastevent,theA-nodesendsrequeststo its neighbors
askingfor all the seedkey shares,reconstructsseedkeys,
andevolvesthe secretkeys to the speci�ed time periodin
thequery. After all theS-nodeshave senttheciphertext of
pastdatato theA-node,theA-nodedecryptsthesepastdata
to answerthequery. Thesecretsharingoperationsandkey
recoveryoperationsaresimilar to thosein methodI.

4.1.3 Operationsof an A-node'sneighbor

Procedure10Operationof anA-node'sneighbor
1: receiveandpreserve initial key sharefrom theA-node,

which is theownerof thekey share.
2: repeat
3: wait for owner's requestfor akey share
4: if therequesteris trustedthen
5: sendbackthekey share
6: end if
7: until therequesteris not trusted

The A-node's neighborsare in charge of storing key
sharesof all the aggregationskeys. When they receive a
requestfrom theA-node,they will decidewhetherto send
backtheir key sharesbasedon their judgementof whether
their A-node is compromised. The operationsof these
neighborsarethesameasin methodI.

4.2 Pastdata authentication

In this method,the pastdataare storedencrypted. S-
nodesdo nothing with the pastdata,and just sendthem
to A-nodeswhennecessary. Although an S-nodewill not
know thecontentof pastdataitself, theproblemof how to
authenticatethepastdatait sendsstill remains.If anS-node
is compromised,it cansendsomemeaninglessdatato its A-
nodeinsteadof the realencryptedpastdatastoredlocally.
Thismeaninglessdatawill corruptthecalculatedresults.

4.2.1 Operation of an S-node

Procedure11Operationof anS-node
1: receivequeryonpastdata,gettheexpectedtimeperiod

t j ;
2: S-node−→ A-node: EK t i

(Ct j )

An S-nodegetsthetime periodt j of thequery, �nds the
appropriatepastdataCt j , encryptsthedatawith currentkey
K t i , andsendsthemto its A-node.

Procedure12Operationof anA-node
1: reconstructK t j by evolving K AS ;
2: M t j = DK t j

(Ct j );
3: H new

t j
= H M ACK t j

(M t j );

4: if H new
t j
6= H A

t j
then

5: M t j is falsedata
6: else
7: M t j is correctdata
8: end if

4.2.2 Operation of an A-node

WhenanA-nodereceivesdataCt j at time t j , it will de-
crypt Ct j to get M t j . Having M t j andK t j at time t − j ,
theA-nodecangenerateHMAC H A

t j
. This canbeusedfor

theauthenticationif a queryon pasteventsis placedlater.
Assumethatat timet i (j < i ) aqueryonpastdatais placed,
thattheA-nodehasalreadydeletedtheCt−j andthecorre-
spondingM t j , andthatK t j hasat thispointbeenrefreshed
to K t i . TheA-nodeasksits neighborsto sendbackthekey
sharesthey have andasksall theS-nodesto sendtheir data
for time t j . Now theA-nodecaneasilyreconstructK t j by
evolving K AS , andcandecryptall theencryptedpastdata
received from its S-nodes.BecausetheA-nodestoresone
copy of theHMAC of thepastdata,it canauthenticatethe
pastdatareceivedfrom all theS-nodesat time t i .

4.3 Analysis

4.3.1 Security

Themaindifferencebetweenthesetwo methodsis in where
pastdatais restored.Whenall thepastdataarerestoredon
A-nodes,theseedkeys sharedby anA-nodeandits group
membersaresharedamongthe A-node's neighbors.As a
result,if enoughof theseneighborsarecompromised,those
seedkeys will be compromised.In methodI, becauseall
the seedkeys aresharedamongeachS-nodes'neighbors,
thecompromiseof neighborsof an S-nodewill only com-
promisetheS-nodeitself. Thus,it is clearthat thesecurity
of methodII is notasrigorousasmethodI. In methodII, an
entiregroupof S-nodesworking with thesameA-nodecan
becompromisedat thesametime. As a meansof compar-
ing thesetwo methods,we canevaluatethe probability of
compromiseof a sensornodegroup. Obviously, for an A-
node,theprobabilityof its keyssharedamongits neighbors
beingcompromisedis

N i neX

j =N i r

�
N i ne

j

� � m
n

� j �
1−

m
n

� N i ne −j
(3)

It is thesameasfor anS-nodein methodI. If all seedkeys
of anA-nodearecompromised,thedataof all theS-nodes
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Figure 2. Probability of one group being com-
promised vs. number of compromised nodes

controlledby this A-nodewill becompromised.Thus,this
probability is also the probability of one group of sensor
nodesbeingcompromised.In methodI, assumingthereare
no commonnodesbetweenneighborsof two sensornodes
in onegroup,theprobabilityof onegroupof sensornodes
beingcompromisedis

0

@
N i neX

j =N i r

�
N i ne

j

� � m
n

� j �
1−

m
n

� N i ne −j

1

A

g

(4)

where g is the numberof sensornodesin an A-node's
group. Figure2 is a comparisonbetweenthesetwo meth-
ods. In Figure 2, we can observe that the probability of
one group being compromisedwill decreasedramatically
in methodI whenthenumberof sensornodesin eachgroup
increases.Here“r=2, ne=7” meansthat in secretkey shar-
ing, thethresholdis 2 andthenumberof neighborsis 7. We
considerthreeexamplecombinationsof thesetwo param-
etersin this paper. LDP (Local DataProtection)I denotes
methodI from Section3. LDP II denotesmethodII from
this section. In methodII, the probability of an A-node's
groupbeingcompromisedis relatedto the numberof this
A-node'sneighborsinsteadof thenumberof itsgroupmem-
bers. Thus,whenthe sizeof an A-node's groupof sensor
nodesis large,methodI will providebettersecurity. In fact,
in methodI, if all thesensornodesin onegroupsharethe
sameneighbors,thenthe probabilitiesof onegroupbeing
compromisedin thetwo methodsareequal.

4.3.2 Performance

In this sectionwe comparethe performanceof methodsI
and II. In methodII, becauseall the S-nodesdon't need
to recover pastdatalocally, they don't needto sendmes-
sagesto their neighbors—onlytheA-nodesneedto do so.
In methodII, querieson pastdataarealwaysdistributedto

a groupof S-nodessimultaneously. Therefore,whenanA-
noderequestsall the seedkeys from its neighbors,it can
combineall therequestsfor differentseedkeys into onere-
quest,anda neighborcanrespondwith only onemessage
that includesall the key sharesit has. Assumean A-node
hasNne neighborsandthesensornetwork hasm A-nodes;
thentheratio � re�ecting theincreasein messagesbecause
of queriesonpastdatais:

� =
k(1− � )M + �k (M +

P m
i =1

(N i ne + N i r ep ))
kM

− 1

= �

P m
i =1

(N i ne + N i r ep )
M

<< �

P n
i =1

(N i ne + N i r ep )
M

Comparedto methodI, theextra messagesareonly among
A-nodesandtheirneighbors,notamongall theS-nodesand
theirneighbors.Thenumberof A-nodesin asensornetwork
is by designmuchsmallerthanthe total numberof sensor
nodes.Becauseof this, thenumberof messagesneededin
methodII is muchlessthanin methodI.

5 Comparisonwith previous methods

In this section, we comparethe security of our two
schemeswith other key distribution methodssuchas the
basic[12], q-composite[5], andrandomsubsetassignment
key predistribution schemes[18]. Fig.3 shows the proba-
bility of onelink beingcompromisedversusthenumberof
compromisednodes.For theq-compositeandrandomsub-
setassignmentkey predistributionapproaches,weuseakey
ring sizeof 200anda probabilityof key-setupis 0.33.

FromFigure3,wecanobservethatthehigherthethresh-
old, thelower theprobabilityof a link beingcompromised.
We alsocanobserve that if a suitablethresholdis selected
(e.g. r=5, ne=7),the securityof our schemeis betterthan
randomsubsetassignment.In this scenario,the probabil-
ity of a link beingcompromisedincreasesmoreslowly in
our schemeafter morethan470nodeshave beencompro-
mised. Both of the methodspresentedin this paperse-
curely retrieve pastdata,an ability not addressedby any
othermethodto thebestof ourknowledge.

Theadvantagesof ourschemesareasfollow:

1. distributedhistory datastorage: In our methods,the
historydataaresecurelystoredlocally onsensornodes
insteadof aggregators,whichcandistributetheburden
of storing.

2. forwardsecurepastdataqueries:Ourmethodssupport
forwardsecurepastdataqueries.Thedatasentby S-
nodesareforwardsecure.Even if an adversarycom-
promisesthe aggregationkey betweena sensornode
andits aggregator, it only canget thedatatransmitted
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Figure 3. Probability of one link being com-
promised vs. number of compromised nodes

duringthecurrenttime period.An adversarycan't ac-
cessthepastdatastoredon sensornodesor monitor it
from thetraf�c.

3. forwardsecuredataauthentication:Our methodsalso
supportforwardsecuredataauthentication.An adver-
sary can't make up falsedataeven it hasphysically
captureda sensornodeand acquiredthe currentag-
gregationkey. An aggregatorcanauthenticatethepast
datasentfrom a sensornode.

6 RelatedWork

Previouswork in sensornetworks is mainly focusedon
key predistribution, dataaggregation,and securenetwork
routing.Symmetriccryptographyhasbeenwidely usedand
researchedin sensornetworks. Perriget al. [21] present
a securityarchitecturecalledSPINS.Zhu et al. [30] pro-
posea schemefor bootstrappingtrust usingone-way hash
chainandTESLA [20]. Basagniet al. [1] discussthe us-
ageof rekeying of group keys in sensornetworks. The
basicprobability-basedkey predistribution is proposedby
Eschenauerand Gligor [12]. Using this scheme,there
are many improvementsin key predistribution. Chan et
al. [5] describethreenew schemesincluding q-composite
randomkey distribution, multipathkey reinforcement,and
a random-pairwisekey establishmentscheme. Liu and
Ning [18] proposea polynomial-basedkey predistribution
method. Du et al. [11] also proposea pairwisekey pre-
distribution schemefor sensornetworks. Zhu et al. [29]
presentLEAP, a key managementprotocolfor sensornet-
works. It divideskeys into four categories:individualkeys,
pairwisekeys, clusterkeys, andgroup keys. Using loca-
tion informationfor sensornodes,Du et al. [10] presenta
key managementschemewith high connectivity. Liu and
Ning [17] also proposea location-basedpairwisekey es-

tablishmentprotocolfor staticsensornetworks. Wang[27]
presentsa robustkey establishmentprotocolfor sensornet-
works.

Some energy ef�cient collaborative schemesbetween
nodeshave beenproposedfor sensingand data delivery
[22, 15]. In-network processinghasbeenshown to prolong
the lifetime of sensornetworks [26, 19]. For the informa-
tion aggregation in sensornetworks, most previous work
assumesnoneof the nodesin sensornetworks are being
compromised,suchas[8, 19]. Hu andEvans[14] discuss
secureinformationaggregationwith onenodebeingcom-
promised. Praydateket al. [24] proposethe aggregation-
commit-prove framework for designingsecureinformation
aggregationprotocolsandprovideseveralprotocolsfor se-
curelycomputingmedian,maximum,andminimumvalues.
Also, they proposeto useforwardsecureauthenticationto
protectpreviousreadings.We extendtheir ideaof pastdata
authenticationin thispaper. Forwardsecurityin privatekey
cryptographyis addressedby Bellare and Yee [3]. Deng
et al. [7] discussthe problemof securitysupportfor in-
network processingin sensornetworks including methods
for delegationof authority, sharedkey establishment,and
commanddissemination.

7 Conclusion

In this paper, we havediscussedtheproblemof securely
accessingpastdatain sensornetworks.Accessingpastdata
storedin the sensornetwork itself canprovide a valuable
and ef�cient meansfor carrying out new querieswithout
prior planning. In this paper, we focuson providing meth-
odsfor securelyaccessingpastdataevenif sensornodesare
physicallycompromised.We de�ne the problem,propose
two methodsbasedon forward secureencryptionandau-
thenticationfor restoringpastdataandauthenticatingpast
data,andcomparetheir securityandperformance.Method
I restorespastdataon sensornodes,while methodII re-
storesthemonaggregatornodes.MethodI hasbettersecu-
rity thanII, but needsmoremessagesto restoretheseedkey
andis thuslessef�cient in mostsituations.MethodII needs
fewer messages,but whenmany neighborsof an aggrega-
tor arecompromised,all theaggregationkeys for this sen-
sor nodesgrouparecompromised;it is thusarguablyless
secure.Bothmethodshaveforwardsecurity, whichguaran-
teesthat an adversarycan't accesspastdataeven if it has
compromisedthecurrentkey or hasphysicallycapturedthe
sensornode. Expirationof aggregationkeys andintrusion
detectionwill bepartof our futureresearch.
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