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Introduction

In order to enhance data sharing among professional communities and individuals in
health informatics, we are developing a platform and tools that allow secure data sharing in
open environments like the Internet, where data sharing interactions often occur between
entities that do not know each other beforehand. This flexible system supports not only reg-
istered members (such as members of a healthcare consortium), but also activities by any
independent entity, provided there is mutual agreement between parties. In this context,
building trust provides a method to authenticate a stranger, allowing a new entity to join an
existing sharing agreement, provided he completes a trust building process. This approach
can avoid traditional identity-based methods, which are often too rigid to suit the dynamic
Internet environment. In essence, trust building is an automation of traditional human inter-
active registration processes. Two parties can build bilateral trust by exchanging credentials
through automated negotiation [1, 2]. By verifying credentials, each party can determine the
trustworthiness of the other prior prior to negotiating on what to share, and how to share.
Each party, whether a user or agent, can tailor their negotiation strategies for the best indi-
vidual results [3-5].

Methods and Results

In our approach, data owners use a metadata database to describe their data. Finding
matches in sensitive or complex data is difficult, and allowing a requester to access
databases directly is often not appropriate. Through a standard of metadata representation,
sensitive or complex objects can be securely and efficiently accessed, traded, and evalu-
ated in a summary form. This not only protects the original data but also makes highly het-
erogeneous objects interoperable and amenable to comparison. Metadata information ser-
vices can be used to dynamically extract and manage metadata; for more details, please
see [7]. In general, each party may act as both a requester and a resource owner depend-
ing on circumstances.

When an entity finds a match in published metadata databases, it then sends a request
to the data’s owner. The owner checks its data access policies and sends a counter request
for required credentials or agreements. The requester reads the counter request and checks
its local credential release policies. Trust negotiation then continues. More details are in
[1,2,6]. Traditional access control list technology is limited by the fact that the server only of-
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DHMC.GeneData <— DHMC.prefered or Gov.authorized
DHMC.prefered «<— DHMC.university.student
DHMC.prefered «— DHMC.institution.employee
DHMC.university «<— UNH (University of New Hampshire)
DHMC.university <~ Dartmouth

DHMC.institution < New England Medical Reseach Center
DHMC.PatientsData «<— DHMC.doctors or GOV.authorized
DHMC.doctors < Bob

DHMC.doctors < Carlo

Figure 1. Access polices on DHMC database.

fers services to those clients it al-
ready knows. State-of-art policy lan-
guages provide a much more power-
ful tool for allowing resource owners
to give access to stangers they don’t
know directly.

For a simple example (Figures 1-
4), suppose DHMC (Dartmouth-

Hitchcock Medical Center) has two

DHMC.GOVAuthorizedHospitalCert < True kinds of data: Gene Data and Patient

Data (sometimes patients’ personal
data are very useful for disease
analysis). Gene data is considered
safe for general research after de-i-
dentification, and DHMC gives gene

Figure 2. DHMC’s credential release policy.

data access to preferred universities
and institutions (Figure 1), with the

Alice.UNHstudentDiditallD « True

restriction that they must limit access
to their students or employees. If Al-
ice, who is a student of University of
New Hampshire, queries the Gene

Figure 3. Alice’s credential release policy.

Data, the DHMC server can send
back a request for her student digital
ID. Alice checks her credential re-

ContagiousDiseaseControlCenter.GOVauthorizedCert
<« GovAuthorizedHospital

lease policy, which says she does
not mind showing her student ID to
anybody (Figure 3). Thus, this data
sharing negotiation succeeds. In an-
other case, suppose a contagious disease control center sends a request for patient data
to the DHMC server; in this case, the server requires a proof that the recipient is a DHMC
doctor or a government authorized center. A center may be sensitive about the distribution
of this kind of credential (perhaps exposure will make the center a target of attacks), and
therefore, the center sends a counter request that says it only shows this credential to an
authorized hospital (Figure 4). DHMC is always willing to release its authorization certificate
(Figure 2), so once each party verifies the credentials it received, this trust negotiation
ends.

The two parties may continue negotiating on how to trade data after trust negotiation
succeeds. Our framework supports dynamically assigning an appropriate negotiation strate-
gy to an agent and creating new negotiation rules by learning from past negotiation (details
are in [4]). Although credentials could be viewed as another form of protected data, we con-
sider trust negotiation and data sharing negotiations separately because (1) an entity may
act only as a simple requester, and may wish to use his own authorization database and (2)

Figure 4. Contagious Disease Control Center’'s credential re-
lease policy.
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Figure 5. Our data
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strategies for the two kinds of negotiation are not interchangable. However, we do use a uni-
fied negotiation manager module to manage and trace the progress of these two kinds of
negotiations.

Discussion

We use this combination of methods (metadata, trust management, and trust negoti-
ation) to allow a data owner to share directly with a stranger he doesn’t know directly, which
is the primary lack of traditional identity-based approaches.

There are many requirements for trust management and negotiation languages, such as
well-defined semantics, monotonicity, credential combination, etc. However, no current poli-
cy language, such as TPL, X-sec, PSPL, and KeyNote, meets all these requirements. In ad-
dition, there are some practical concerns, such as credential validity, ownership, and chain
discovery.
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